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Preface
Thanks for choosing King Pigeon Modbus I0T Gateway BL101. Reading this manual

with full attention will help you quickly learn device functions and operation methods.

Copyright

This user manual is owned by King Pigeon Communication Co., Ltd. No one is
authorized to copy, distribute or forward any part of this document without written
approval of King Pigeon. Any violation will be subject to legal liability.

Disclaimer

This document is designed for assisting user to better understand the device. As the
described device BL101 is under continuous improvement, this manual may be
updated or revised from time to time without prior notice. This Modbus Gateway is
mainly used for industrial data transmission over Ethernet or 4G network. Please
follow the instructions in the manual. Any damages caused by wrong operation will be
beyond warranty.

Revision History

Revision Date Version Description Owner
June 1, 2021 V1.0 Initial Release HYQ
Page 2 of 76 King Pigeon Communication Co., Ltd. V1.0

www.iot-solution.com



el Modbus to MQTT loT Gateway

= e 4 -BL101

1 Brief Introduction t0 DEVICE............ccoiiiiiiiiiee s 6
1.1 General DESCIIPLION...........coe et enee 6
1.2 AppliCation SCENANIO............ccveieieeeeeeeeeeeeee et 7
1.3 PACKING LiSt....c.oioiiieiiiiceeeeeeeeeeee ettt sttt 7
L4 FRATUIES......ceiict ettt 10
1.5 Technical Parameters.............ccoiviiiiiininieceee et 11
1.6 MOdEl SEIECHON.........c.ooviiiieiiiiicee et 13

2 Hardware INTrodUCHION..........co.ooiiiiiriec et 13
2.1 OUtling DIMENSION.....c.cc.eiriiiiieiirieieet ettt 13
2.2 POWET SOUICE INPUL......ooeiiiieeeeceee ettt ettt e 14
2.3 SIM Card and SD Card SIOtS..........ccoeireirieieiieeeeeeese e 15
2.4 Program Debugging & Upgrading Interface............ccoovvevecieniiiciccenccees 15
2.5 DEVICE GrOUNAING......c.oouiiviiieteeteeeeee ettt ettt et ettt 15
2.0 4G ANEENNA. ...ttt 16
2.7 LED INICALON........coiiiiiiiieiceeee ettt 16
2.8 RESET BUHON. ..ottt 17
2.9 COM & Power OUPUL POrt..........oouiiiieicceeceeeeee e 17
2.10 WAN & LAN POI.....coiie ettt 18

3 DeVICE MOUNTING.......cciiiiiiciieiee ettt ettt et ss b esaennas 18
3.1 Wall-MOUNTING. ...ttt ettt ve e veeveeveeveens 18
3.2 DIN Rail MOUNEING......c.ooiiiiiiiiciciececteee ettt e 19

4 Configurator OPEratioN..........c.ooeciieioieeeeceeeeeee ettt 19
4.1 Login to Configuration Software............cccccoveviiiiiiecieecceeee e 19

4.1.1 Open Configuration Software...............ccceeviiieceniiieeeeceeee e, 19

4.1.2 Search for DEVICE........ccciiieeieeee et 20

4.1.3 Connect Gateway DEVICE............cccuevviiieieiiieceeeeeeeee e 21

4.2 Configuration Software Introduction...............cccoceeeveiiiieiccccecececeee e, 22
4.2.1 System FUNCHON..........ooiiiiicececeee et 22
4.2.2 COM Port INtrodUCHON........c.cooeuiiiiiicinccceeccece e 24
4.2.2.1 COM Port Configuration..............cccooiiieiioieeceeeee et 24

Page 3 of 76 King Pigeon Communication Co., Ltd. V1.0

www.iot-solution.com



el Modbus to MQTT loT Gateway

= e 4 -BL101

4.2.2.2 Add COM POrt DEVICES......c.coueuiiiiiieieieieeeeeee e 25
4.2.2.3 Add COM Port Device Datapoints.........c..ccoveeeecieceeeeeceeeeeeeeeeene 26
4.2.3 LAN Port INtrodUCHION. ......c..ooveiiiiiirieeeeeee e 28
4.2.3.1 LAN Port Attributes Configuration...........c.cccveeeeieiieieicieececee, 28
4.2.3.2 Add LAN POrt DeVICE........c.couviiiiiiiiiiiicsceceeeececeeee 29
4.2.3.3 Add LAN Port Device Datapoints.........c..ccoeievieiiiciccicicece e, 31
4.2.4 WAN Port INtroducCtion............cccoieriiiniiniccceeeee e 31
4.2.4.1 WAN Port Attributes Configuration..............cccoooeeveiiiieceeeeee. 31
4.2.4.2 Add WAN POrt DEVICE.......cccceirieiiiiiiricinicinctrcteeee e 32
4.2.4.3 Add WAN Port Device Datapoints...........cccoeeveeeeeeieciecicciecriccieeene, 33
4.2.5 4G Cellular Network Introduction..............cccooveiiniineieeceee 33
4.2.6 Alarms and Events Configuration............ccccoveieviiiiicicncceeeeee 34
4.2.6.1 Alarm Points Configuration.............cccoooveieeiiiieceeececeeeeeeee e 34
4.2.6.2 Alarm Event Configuration..............cccoccveviiieieieniiiiceeeeeee e 35
4.2.7 Task Plan Configuration.............cccociiiiiioiiiceeeee e 37
4.2.8 DAta SEIVICE.......c.oiiiiiiiiiiicieeee ettt 38
4.2.8.1 Transparent TranSmiSSION..........cccocieiieiiieiieieeieece et 38
4.2.8.2 Modbus RTU to Modbus TCP..........ccoeiiinirciieeeeseeee 39
4.2.8.3 MOADUS TCP SEIVET.......ccoviiiiiiiiiniciceeeeeeeee e 41
4.2.8.4 OPC UA. ...ttt 41
4.2.9 Cloud Platform Connection............c.coccveiniinienincinceeeneeeeeeeee 42
4.2.9.1 MQTT Client ONe.....cociiiiiiieieeieeeee e 42
4.2.9.2 MQTT ClIeNt TWO.....c.eoiiiiiiiiicirceeree e 44
4.2.9.3 Alibaba ClOUG........c.ceuiiiiirieieieieieieieeeee e 45
4.2.9.4 HUAWEI ClOUd......c.ooiiiiiiiiiieieiieieieeee et 46
4.2.9.5 AWS (Amazon Web SEerviCe)........cccoovviiieieviiieeeieeeeceeee e 48
4.2.9.6 King Pigeon Cloud via MQTT......cccooveieiiiiieceeeeeeeeeee e 51
4.2.9.7 King Pigeon Cloud via MOdbDUS............ccccceviiieieniiiceeee e 52
5 BL101 Gateway Application Example...........c.cccoecveviiieieciiiceceeeeeeeeeeeeene 53
5.1 Device Connecting Diagram..............coooieieiiieieeeeeeeeeeeeeee e, 53
Page 4 of 76 King Pigeon Communication Co., Ltd. V1.0

www.iot-solution.com



el Modbus to MQTT loT Gateway

= [e 4 -BL101

5.2 Configuration Software Setting..........ccovoieoiiiiieeee e, 54
5.2.1 Add Devices and Datapoints...........c..cccooveeieeeieeeeeeeeeeeeeeeeeeeeeeeeeenn 54
5.2.1.1 COM Port Configuration..............ccoocueeioieiieeceeeeeeeeeeeeceee e 54
5.2.1.2 Add M140T t0 COM POIt........oiiiiieieeeee e 55
5.2.1.3 Add M140T Datapoints..........ccccoeeveeeeieeee e 56
5.2.1.4 LAN Port Configuration.............ccoooveeiiieiieiciceeeeeeeeeeeeee e 57
5.2.1.5 Add LAN Port Device SAT75.........ccccoovimiiniinieneeiececeeee e 58
5.2.1.6 Add S475 Datapoint.............coeeieuiiieoieeeeceee e 59
5.2.2 M140T & S475 Data Uploading to Clouds............ccecueeveeieievieniicieiene. 60
5.2.2.1 Modbus TCP Server Configuration..............cccoooeveevveeeeieecceeereen, 60
5.2.2.2 View Dat with KEPServerEX 6..........cccoooeiniiinieeeceeeee 60
5.2.2.3 OPC UA Configuration............ccceeeieeeriiiiieeeeseeeeeeee e 61
5.2.2.4 View Data with KEPServerEX 6..........ccccooveiniineineeceeeee, 62
5.2.2.5 Alibaba Cloud Configuration............c..cceceeeviniiieieniiceeeeceeee, 63
5.2.2.6 View Data from Alibaba Cloud..............cccoeiniiinciineineieeeee 64
5.2.2.7 HUAWEI Cloud Configuration..............cccccoeevieieveniiecieieeeceeeen 65
5.2.2.8 View Data from HUAWEI Cloud............ccccoveiniinieinininceeees 67
5.2.2.9 AWS Configuration............ccoooveviiiiiecieeiceeeeeeeeeeeeee e 68
5.2.2.10 View Data from AWS ..o 69
5.2.2.11 King Pigeon Cloud via Modbus Configuration................cccccco....... 70
5.2.2.12 View Data from King Pigeon Cloud via Modbus.............ccccccveuenen. 71
5.2.2.13 King Pigeon Cloud via MQTT Configuration.............cccccecveirvennnnee. 72
5.2.2.14 View Data from King Pigeon Cloud via MQTT.........ccccovvveneinnnnne. 73
5.2.2.15 King Pigeon Cloud MQTT Message Format............cccccovvveveinncnne. 73
6 Firmware Upgrading........c..ooe oottt ettt et e e e 76
TWAITanty  TeIM ..ottt sttt b et st e re s beeesensenns 76
8 TEChNICAl SUPPOIT......ooeieeeeeeee ettt et eaeeae s 76
Page 5 of 76 King Pigeon Communication Co., Ltd. V1.0

www.iot-solution.com



JNSDISEAN  Modbus to MQTT loT Gateway
b [e g -BL101

1 Brief Introduction to Device

1.1 General Description

Developed on embedded Linux operation system for robust stability, BL101 is an
innovative gateway that converts Modbus to OPC UA/ MQTT protocol.

It's equipped with 1RS232/RS485(default RS485) serial port, 2 power source inputs, 1
power output, 2 Ethernet ports and 2 USB ports. Both SIM and SD card slots are
available. Network can be connected either through 4G cellular or Ethernet for high

transfer speed and low latency.

On downstream it supports Modbus RTU Master and Modbus TCP Master. on
upstream, it supports Modbus TCP, MQTT, OPC UA, HUAWEI Cloud, Alibaba Cloud,
AWS, King Pigeon Cloud, etc. Users can connect various devices to cloud, SCADA,
OPC UA and MES system with this gateway. Mutiple platforms and host computers
can be online simultaneously.

This gateway supports TSL\SSLencryption for data security as well as router function
with switch for more industrial equipment data acquistion.

With complete functions and superior quality, it can be used in many industrial
applications for remote monitoring and control.
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1.2 Application Scenario

BL101 APPLICATION

OM® o By B

KingPigeon Cloud HUAWEI Cloud Amazon Cloud Ali Cloud ThingsBoard Modbus Self-built Server

R | I J

>

4G/Ethernet

Networking devices Serial port device Sensors Ethernet port device PLC Modbus 10
Modbus RTU Modbus TCP Modbus TCP Module

1.3 Packing List

Before operating the device, please make sure all below parts are in the package
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® 1XBL101 Gateway

® 1x 4PIN 3.5mm terminal for power input

® 1 x4G SMA Cellular Network Antenna

® 2 x Wall-mounting Clip Kit
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® 1 x DIN Rail Clip Kit

w

® 1 x User Manual (Softcopy in PDF format)
(Note: Please scan QR code to download)

® 1 x Data Card Picking PIN

l

® 1 x Product Qualification Certificate

| [F T o =
F R ﬁ"
|
o | |

r*-.s_gfs-z.nr —
@ Mz ) ‘
||'__. =R W REE - 7’/-%0_ J

Note: If any of the above items are missing, please contact King Pigeon Sales team.
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1.4 Features

» Downlink: support Modbus RTU Master. Modbus TCP Master
Uplink: support Modbus TCP, MQTT, OPC UA, HUAWEI Cloud, Alibaba Cloud.

» Support 9-36V DC power supply with terminal connection. 2 channels of power
input redundancy design with inverse connection protection. Either channel can
be selected for power input.

» 1 power output channel. Output voltage is the same as power input voltage

» 1 RS485 (can be RS232 if required)

> Baud rate 2400bps-115200bps, stop bit supports 1, 2 bits, data bit supports 7, 8
bits. Parity supports None, Odd, Even.

» Support 2 RJ45 Ethernet connection, 1WAN and 1LAN. Data of equipment
connected to LAN, WAN or cascade switch can be acquisted. Both network link
and rate indicators are available. Built-in isolation transformer for up to 2KV
electromagnetic insulation.

Support POE PD( Powered Device) for saving wiring cost (Optional function)
Support TSL\SSL encryption for data security

Support router function to provide network for other devices

YV V V VY

Support 4G network with APN setting. Ethernet network will be used first if it’s

available. If Ethernet is disconnected, it will shift to 4G cellular network

automatically.

» Support Modbus to Modbus TCP, transparent transmission

» Support returning to factory setting (Long pressing RESET until RUN indicator is
off) to avoid parameter setting error

» Support hardware and software watchdog for high reliability

» Metal case with IP30 protection grade. Safety isolation between metal case and
system , especially suitable for industrial site applications

» Compact size: 30mm*83mm*110mm; Support wall-mounting and DIN rail

mounting

Page 10 of 76 King Pigeon Communication Co., Ltd. V1.0
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1.5 Technical Parameters

Item Parameter Description
Power Input Voltage DC 9~36V
Source Consumption Normal 85mA@12V, Max 117mA@12V
Wiring Support inverse connection protection
Interface Spec | 2 x RJ45, 10/100Mbps, Adaptive MDI/MDIX.
Network ESD $16kV(Contact); £18kV(Air)
Interface Port Protection | EFT 40A (5/50ns)
Lightening 6A (8/20us)
Serial Port 1 x RS232/RS485 (Default is RS485, Optional RS232)
Baud Rate 2400bps-115200bps
Data Bit 7,8
Serial Port Parity Bit None, Even, Odd
Stop Bit 1,2
Port Protection ESD 18kV (Contact); £15kV/(Air);
EFT 2KV, 40A (5/50ns) .
Power Output | Output Voltage | 1 channel 9~36 V DC (Equal to input power voltage)
Qty 1
SIM Card Slot | Spec Drawer design, Support 1.8V/3V SIM/UIM card (NANO)
Protection Inbuilt 15KV ESD protection
SD Card Slot
(Reserved Reserved for future development
function)
Qty 1* program downloading+1*program debugging
USB Port Spec Micro USB OTG
Protection Over Current Protection
Antenna Qty 1
Antenna Type SMA
GSM/EDGE:900,1800MHz
WCDMA:B1,B5,B8
4G £ version FDD-LTE:B1,B3,B5,B87,B8,B20
(Optional) TDD-LTE:B38,B40,B41
GSM/EDGE:900,1800MHz
L-CE version WCDMA:B1,B8

TD-SCDMA:B34,B39
FDD-LTE:B1,B3,B8
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TDD-LTE:B38,B39,B40,B41
WCDMA:B2,B4,B5
L-A version
FDD-LTE:B2,B4,B12
GSM/EDGE:850,900,1800MHz
WCDMA:B1,B2,B5,B8
L-AU version
FDD-LTE:B1,B3,B4,B5,B7,B8,B28
TDD-LTE:B40
WCDMA:B2,B4,B5
L-AF version
FDD-LTE:B2,B4,B5,B12,B13,B14,B66,B71
GSM:900,1800
CAT-1 version FDD-LTE:B1,B3,B5,B8
TDD-LTE:B34,B38,B39,B40,B41
Steady light if device is powered on
RUN Flickering if device is running
Off if device is not running
Flickering if communication is over Ethernet network
NET Steady light if communication is over 4G network
Indicator
Off if no data communication
D Flickering if device is transmitting data
Off if there’s no data transmitting
Flickering if device is receiving data
RXD
Off if there is no data receiving
Network
IPV4, TCP/UDP, DHCP, DNS
Protocol
IP Retrieving Static IP/DHCP
Transmission Support Transparent Data Transmission
Software
DNS Support Domain Name Resolution
Parameter
Configuration PC configuration, support WIN XP/WIN 7/WIN 8/WIN 10
Cache Size Transmit: 8Kbyte, Receive: 8Kbyte.
Register Pack Support custom registration package
Heartbeat PCK | Support custom heartbeat package
MTBF 2100,000 hours
EN 55022: 2006/A1: 2007 (CE &RE) Class B
Safety IEC 61000-4-2 (ESD) Level 4
Certification EMC IEC 61000-4-3 (RS) Level 4

IEC 61000-4-4 (EFT) Level 4

IEC 61000-4-5 (Surge)Level 3
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IEC 61000-4-6 (CS)Level 4
IEC 61000-4-8 (M/S) Level 4
Other CE, FCC
Environment | Working -40~80C, 5~95% RH
Condition Storage -40~85C, 5~95% RH
Case Material Metal
Size 30mmx83mmx110mm(L*W*H)
Others Protection IP30
Net Weight 291.2g
Mounting Wall-mounting, DIN Rail mounting
1.6 Model Selection
Model COM (Default RS485)
WAN LAN . OPC-UA | 4G POE PD
NO. (RS485/RS232 optional)
BL101 \ \ \ X \ | Optional
BL101E \ \ \ X X Optional
BL101UA l v V v X | Optional
2 Hardware Introduction
2.1 Outline Dimension
Unit: mm
Page 13 of 76 King Pigeon Communication Co., Ltd. V1.0
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109.50

Side view Main view

2.2 Power Source Input

2 optional power source input channels, support 9-36VDC voltage input, support
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inverse connection protection.

2.3 SIM Card and SD Card Slots

Before inserting or removing SIM card, please make sure device is turned off. Insert
SIM card picking PIN to the small hole of card slot and eject the card slot with tiny
force.

Note: Place the device like above picture to insert/remove SIM card

2.4 Program Debugging & Upgrading Interface

DC IN 9~36V

DEBUG USB port is for program debugging. DOWNLOAD USB port is for program
upgrading.

2.5 Device Grounding

Before connecting the device, please do equipment grounding with grounding screw
to prevent electromagnetic interference

Page 15 of 76 King Pigeon Communication Co., Ltd. V1.0
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2.6 4G Antenna

e,

CE RoHS FCE X

2.7 LED Indicator

+ 4G Antenna Interface

LED Indicator Introduction

Iltem Name Status Description
_ _ Flickering | Device is running
RUN | Device Running :
Off Device faulty
Flickering | Ethernet network
Ethernet/4G
NET On 4G network
Network
Off No communication
o Flickering | Serial port is transmitting data
TX Data Transmitting -
Off No data transfer from serial port
o Flickering | Serial port is receiving data
RX Data Receiving - - - -
Off No data is received in serial port

Note: RUN indicator will be on if device is powered. If it's not on, please
check whether there’s reverse wiring or power source problem.

CE RoHSFC X
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2.8 RESET Button

Once gateway has run for some time, use a tiny stick to press Reset button for
about 10 seconds until RUN indicator is off. Then Gateway will restart and return to
factory setting.

RS485/RS232 & Power Output Terminal

Item Description

VOUT+ Power Output Positive Terminal

VOUT- Power Output Negative Terminal
B/RX RS485 Data-(B)/Receiving Data
A/ITX RS485 Data+(A)/Transmitting Data
GND Grounding

Note:
CE RoHS FC X Power output voltage is equal to power input voltage: 9~36VDC.
Page 17 of 76 King Pigeon Communication Co., Ltd. V1.0
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2.10 WAN & LAN Port
Ethernet Port
Indicator Color Status Description
On 100Mbps mode
Rate Green
Off 10Mbps mode
On Connected
Link Yellow | Flickering Transferring data
Off Disconnected

CE RoHS FC X

3 Device Mounting

BL101 Gateway can be placed on desk, mounted on the wall and DIN Rail

3.1 Wall-Mounting

Wall-Mounting
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3.2 DIN Rail Mounting

o 0O

fal
]
i |

u

—i
D 3 o M T &

| I
| E—

S O

Clip Assembling DIN Rail Mounting

4 Configurator Operation

4.1 Login to Configuration Software

Connect BL101 to router or switch through WAN port with standard direct network
cable or cross network cable. Make sure BL101 and PC are in the same local area
network. If it's necessary to connect the gateway to PC directly, use standard cross
network cable to connect through BL101 LAN port. (If BL101 is connected to PC
directly, PC IP must be specified to 192.168.3.1 as default LAN IP of gateway is
192.168.3.1 from factory setting)

Note: WAN port IP is retrieved automatically, LAN port IP is 192.168.3.1 from factory
setting

4.1.1 Open Configuration Software

[k BL10x_Configuratar V1.0

Double click on PC to run BL101 configuration software

and enter below page
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QDevice Search [New Configuration [lfimport Configuration File uExport Configuration File iRead Data iSave Data Monitoring Log nﬂé% @About

4.1.2 Search for Device

Click Device Search to get all devices which are in the same local area network with

PC. If no device is found, please follow the procedure on the right notice box to
check the root cause. Below is the example of connecting Gateway BL101 with

switch through WAN. A device with IP 192.168.1.165 is searched out.

= X

#7 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com
QDevice search| [l New Configuration [@limport Configuration File HExpon Configuration File iRead Data iSave Data @ Monitoring ch ] @About

Device Selection

Double-click the device in the selected list to enter the device setting interface.

192.168.1.165 | BL101 [/21.6.10.]

|

KingPigeon

Inable to search the device, please check the following:
I After the device is turned on narmally, the RUN indicator light is always on for 1 minute.The
tem is in startup state, and the device cannot be searched at this time.

.One minute after starting the device, please check whether the indicator light RUN flashes.If
not, check whether the power wiring and socket are normal.

3 Please check whether the WAN indicator is normal at the network port(orange light blinks,
green light is always on).

i4.If all the above three conditions are normal, please confirm the computer Settings for the
following operations:

IAIf the device is directly connected to the computer through the network cable, the network
icable shall be connected to the LAN port of the device.The default IP of the LAN port is
192.168.3.1.

B.If the device is connected to the LAN via a switch, make sure that the network cable is
onnected to the WAN port of the device. Make sure that the computer and the device are in
the same LAN segment.
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4.1.3 Connect Gateway Device

Double click the device to be configured (For example, double click device with IP
192.168.1.165) . Reading success message will be shown in prompting box. Click
confirm to enter configuration page.

[7 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDevi(e Search ENEW Configuration Impor‘t Configuration File HExport Configuration File iRead Data isave Data Monitoring Log nﬂi;.%' @About
(g1
=
253 eLio1 . )
Basic Informat;
4@ COM1
LAN
—[E3] WAN
*“A” 4G Red represents the online status, gray represents the offline status
~‘ Alarms And Events Gateway Name KingPigeon | (MAX15) Kingpigeon Modbus Online Status @ | Port  Device Name  Online Status
o &
—k TaskPlan Gateway Time 14:40:46 06/15/2021 Kingpigean MQTT Online Status (@)
-8B Dataservices Device Madel [ BL10T MQTT Client One Online Status @
@ Transparent transmission Grsion MQTT Client Two Online Status .
@ Modbus RTU = Modbus TCP
= Signal Strength [ 23 |Normal Range(14:31)  Ali IOT Cloud Online Status @
& Modbus TCP Server ®
4G Module Model | EC20CEFILGROGAOSM1G HUAWE! 10T Cloud Online Status
- Cloud [ ]
s IMEI 861942050219741 il AWS 10T Cloud Online Stat
& MQTT Client One [ 3 oua bmiing Status ®
< i 192.168.1.1 pi
& MATT Client Two Mokile operators | CHINA MOBILE ) (Ping ) @
. SIM ICCID [ 89860080191995027887 . ing )
@ Al 10T Cloud 67 | [ wwwhaiducom |(Ping ] @
SIM Registration Status (i
& HUAWEI 10T Cloud
& AWS 10T Cloud [ Refresh I
@ Kingpigeon MQTT
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4.2 Configuration Software Introduction

4.2.1 System Function

![173 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-sclution.com

- X

pDevi(e Search BNE‘W Configuration Import Configuration File HExport Configuration File iRead Data iSave Data Monitoring Log nﬂin% @Abuut

¥
-~ COM1

LAN

-8 WAN

SR 4G

n‘ Alarms And Events
—P8 TaskPlan

[}"E DataServices

-@ Transparent transmission

® Modbus TCP Server
B~ Cloud

& MQTT Client One
® MQTT Client Two
@ Ali 10T Cloud

& HUAWEI 10T Cloud
& AWS 10T Cloud

-& Kingpigeon MQTT

—® Kingpigeon Modbus

-@& Modbus RTU = Modbus TCP

Gateway Name KingPigeon (MAX15)
Gateway Time 14:40:46 06/15/2021 |

Device Model BL101

Verion

Signal Strength 23 |Normal Range(14-31)

4G Module Model | EC20CEFILGROBAOSM1G |
IMEL [ 861842050219741
Mobile operators | CHINA MOEILE

SIM ICCID 89860080191995027887

Red represents the online status, gray represents the offline status

Kingpigeon Modbus Online Status @
Kingpigeon MQTT Online Status ()
MQTT Client One Online Status (@
MQTT Client Two Online Status @
Ali 10T Cloud Online Status [ ]
HUAWEI 10T Cloud Online Status @)
AWS 10T Cloud Online Status ()

e ) @

[ wwwbaiducom |(Ping | @

Port Device Name Online Status

SIM Registration Status @)

Refresh ]

System Function

Item

Description

Device Search

Search for all BL101 gateways in the same loca area network

New Configuration

Open a new default configuration file

Import Configuration File

Import gateway configuration file

Export Configuration File

Export gateway configuration file

Read Data Read logged-in BL101 gateway configuration parameters
Save Data Save all configuration parameters by clicking it
Monitoring Monitor connected device value
Log System running log.
If device issue, click save log to send it to specified email box
Language Click it to change language to English
About Software Version, Issue Date, Firmware upgrade information
Basic Information of Gateway BL101
Item Description

Gateway Name

Default Name is KingPigeon
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Gateway Time

Local time of reading gateway

Device Model

Read device model number

Version

Read device version

Signal Strength

4G module signal value. If it's less than 14, it means weak
signal. Full signal value is 31

4G Module Model

Read 4G module model. If it’s null, it means no 4G module

IMEI

Device IMEI code

Mobile Operators

SIM card service provider

SIM ICCID

Read SIM card ICCID

SIM Registration
Status

Red indicates SIM card is registered.
Gray indicates SIM card is not registered,

King Pigeon Cloud
via Modbus Online
Status

Red indicates King Pigeon cloud is connected via Modbus
Gray indicates King Pigeon cloud is unconnected via
Modbus

King Pigeon Cloud
via MQTT Online
Status

Red indicates King Pigeon cloud is connected via MQTT
Gray indicates King Pigeon cloud is unconnected via MQTT

MQTT Client One
Online Status

Red indicates MQTT Client One is connected
Gray indicates MQTT Client One is unconnected

MQTT Client Two
Online Status

Red indicates MQTT Client Two is connected

Gray indicates MQTT Client Two is unconnected

Ali IOT Cloud Online
Status

Red indicates Ali Cloud is connected
Gray indicates Ali Cloud is unconnected

HUAWEI IOT Cloud
Online Status

Red indicates HUAWEI Cloud is connected
Gray indicates HUAWEI Cloud is unconnected

AWS |OT Cloud
Online Status

Red indicates AWS is connected
Gray indicates AWS is unconnected

192.168.1.1 Ping

Default factory setting Ping 192.168.1.1 gatway, IP can be
changed. It's gateway through WAN. Click Ping button to
check local area network status. Red indicates local area
network is OK. Gray indicates local area network problem.

www.baidu.com Ping

Default factory setting Ping baidu website. Web address can
be changed. Wide area network status can be checked by
clicking Ping. Red indicates wide area network is OK. Gray
indicates internet communication problem.

Device Online Status
Prompting Box

Red indicates gateway is communicating with slave devices
Gray indicates gateway fails to communicate with salve

device
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Refresh Refresh basic information of gateway

4.2.2 COM Port Introduction

4.2.2.1 COM Port Configuration

Double click COM1. Serial Port Attributes box will pop up for configuration

lg?] 4G Industrial Gateway CenfigUrationTool V1.0 www.iot-solution.com

1

QDevE(e Search [ New Configuration [Mlnmport Configuration File uExport Configuration File iRead Data iSa“E Data 2 Monitoring Log n Bl

- X

@About

2-E3 puio1

Name

I LA Double dick to set propertiesight ci

ick to add device |

Value Unit

Type

&3] waN
SR 4G
~‘ Alarms And Events
8 TaskPlan

& DataServices

-@, Transparent transmission

@, Modbus TCP Server
B Cloud

& MQTT Client One
@, MQTT Client Two
@ Ali 10T Cloud

& HUAWEI 10T Cloud
& AWS 0T Cloud
@, Kingpigeon MQTT

—&, Kingpigeon Modbus

& Modbus RTU = Modbus TCP

Serial Port Attributes

- i 1 Protocol

Deics8and
Device Model MODBUS RTU w

Serial Port Settings

Baud [ 9600 -]  stopBit [ 1 ]

DataBit (8 ] ParityBit [ Nene -]

Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

Serial Port Attributes
Item Description Default
Select mode:
] Collect/Transparent
Mode Selection o Collect
Transmission/Modbus RTU to
Modbus TCP
Device Brand Modbus Modbus
Protocol
Device Model Modbus RTU Modbus RTU
Select from “2400”, “4800”,
_ Baud Rate “9600”, “19200”, “38400”, 9600
Serial “57600", “115200”
Port . 13 L 3 R H
Settings Stop Bit Select “1Bit” or “2Bit 1Bit
etti . ;
g Data Bit Select “7Bit” or “8Bit” 8Bit
Parity Bit Select “None”, “Even” ,“Odd” None
OK Confirm COM configuration
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Cancel Cancel COM port configuration

4.2.2.2 Add COM Port Devices

Right click COM1 and click Add to add new data logging device. Device configuration

box will pop up. For the added device, double click it to show device configuration
information. Right click to delete device.

Note: Maximum 50 Modbus RTU devices’ data can be collected through COM

[F8 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com ) ) ) - X
QDevice Search [ New Configuration [l mport Configuration File HExpon Configuration File iRegd Data iSave Data Meonitoring Log n == @About
3

=-B3 BLio1

Name Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

| Add |
L operties,right dick to add device

-] WAN

SR 4G

M Alarms And Events
,,a TaskPlan

&8 DataServices

-@, Transparent transmission

& Modbus RTU = Modbus TCP
@ Modbus TCP Server

I'ﬂv@ Cloud

& MQTT Client One

& MQTT Client Two

& Ali 0T Cloud

& HUAWEI 10T Cloud
@ AWS 10T Cloud
-@ Kingpigeon MQTT

—@ Kingpigeon Modbus

[z 4G Industrial Gateway ConfigUrationToo! V1.0 www.iot-solution.com - x|
QDEV%(E Search BNEW Configuration Import Configuration File usxpon Configuration File iRead Data isave Data Monitm'ing Log n fE= @About

1

-5 101

Name Value Unit Type Address

Data type Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
LA Double click to set praperties right click to add devic |
- waN
R 4G
~#l Alarms And Events Device Information
,,a TaskPlan
Device Name (MAX30)
[}"E DataServices
-@, Transparent transmission Deies Prapecties
~@, Modbus RTU 5 Modbus TCP swtoni [ Ja-2a
®, Modbus TCP Server 16-bit Data Type
B—@ Cloud 32-bit Data Type
& MQTT Client One
& var cientTwo
@ Ali 10T Cloud

--@, HUAWEI 10T Cloud
@ AWS 10T Cloud

-@ Kingpigeon MQTT

—@, Kingpigeon Modbus
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QDevi(e Search [I§New Configuration [lfimport Configuration File |gfExport Configuration File 4 Read Data ¥ Save Data B Monitoring [gLog ﬂ iz @About

-

E'g BL101 Name Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable Ratio

B COM1
;

] 3
1 Delete
& AN || Sherties and right click to delets the device

~[d3] waN
R 4G
”. Alarms And Events
E TaskPlan
[—}“E DataServices
® Transparent transmission
@ Modbus RTU = Madbus TCP
& Modbus TCP Server
=] @ Cloud
@ MQTT Client One
& MQTT Client Two
& Ali 10T Cloud
® HUAWEI IOT Cloud
-@ AWS 10T Cloud
—® Kingpigeon MQTT

-@ Kingpigeon Modbus

Device Information
Item Description Default
Device Name Name of Data Collecting Device
. Data Collecting Device Modbus
Station 1D o
Communication Address
Device -
. 16-bit Data Type | Select “AB” or “BA” AB
Properties
) Select “ABCD”, “DCBA”, “BADC”,
32-bit Data Type ABCD
“CDAB”
OK Confirm device configuration
Cancel Cancel device configuration

4.2.2.3 Add COM Port Device Datapoints

Click device name and then right click the box on the right. Add box will pop up.
Click Add to enter datapoint configuration box. Right click the added datapoint to
delete it. Double click the datapoint to edit it. To add more datapoints, right click the
box and perform the same procedures.
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[ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevi(E Search [ New Configuration [lflmport Configuration File uExpon Configuration File iRead Data iSave Data Monitoring Log nﬂin%' @ About

1
8-83 su101 Name  Value Unit  Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
- COM1

&) TAN

WAN

YR 4G

M Alarms And Events
B Taskplan | Add
&-& DataServices '
@, Transparent transmission

@ Modbus RTU = Modbus TCP

“~@, Modbus TCP Server
B Cloud

@ MQTT Client One
-@ MQTT Client Two
—®&, Ali 10T Cloud

@, HUAWEI 10T Cloud
-@, AWS 10T Cloud
@, Kingpigeon MQTT

~@, Kingpigean Modbus

[73 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search [IBNew Configuration [l mport Configuration File uExport Configuration File iRead Data iSave Data Monitoring Log nﬁ%% @About

:
-3 BL101 Name  Value Unit Type  Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
&-& COMI
g
~E LaN
& WAN = = 2
74 Variable Attributes
R 4G

A Alarms And Events Variable Name | TAG001 Variable Unit

s

¥ TaskPlan Address Type 01 Read Cails v | Starting Address

[—ks DataServices Data type In DB | Address Offset In DB E
1 ]

& Transparent transmission
@ Modbus RTU = Modbus TCP SRS Add Number
@ Modbus TCP Server Read-Write Type [W
B @ Cloud Modbus Maps Addresses 0 (0-2000) MQTT Flag [W}
& MQTT Client One Ttasi
-@ MQTT Client Two
—®& Ali 10T Cloud
-& HUAWEI 10T Cloud
-@ AWS 10T Cloud
—@® Kingpigeon MQTT
~@ Kingpigeon Modbus

Datapoints Configuration

Item Description

Variable Name | Name of Added Datapoint

Variable Unit Datapoint unit

Select datapoint Modbus function code:
Address Type 01 read holding coil, 02 read input coil,
03 read holding register, 04 read input register

Starting Address | Datapoint address

Select from Bool, 16-bit unsigned integer, 16-bit signed integer,
Data Type 32-bitunsigned integer, 32-bit signed integer, 32-bit single
precision floating point

Add Number Datapoint qty
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Read-Write Type

Select “read only”, “read and write”

Ratio

Only set for numeric data. Data can be magnified or minified
with certain ratio before sending to cloud

Modbus Mapping

Address in Gateway where datapoints are stored.

Address Boolean: 0~2000 addresses, Numeric: 0-2000 addresses.
MQTT flag Datapoint MQTT mark, can be any mark
OK Confirm datapoint setting
Cancel Cancel datapoint setting
[ 46 Industrlal Gatewsy ConfigUrationToo! V1.0 ww.ot-solution.com - x
QDevice Search [ New Configuration [@fimport Configuration File |gilExport Configuration File 4 Read Data ¥ Save Data BMonitoring [§Log BfEE @About

(1

=-E8 sLio1

G- COMT

-~ LaN

-{E3] WAN

SR 4G
‘ Alarms And Events
a TaskPlan

I}}ns DataServices

& Transparent transmission

@ Modbus TCP Server
8 ¢ Cloud

@ MQTT Client One
-@ MQTT Client Two
—& Ali 10T Cloud

-@ HUAWEI IOT Cloud
-@ AWS 10T Cloud
—@ Kingpigeon MQTT

@ Kingpigeon Modbus

@, Modbus RTU = Madbus TCP

Name Value Unit
TAGOO1

TAGDOZ2

Type  Address
01 Read Cails o
adHolding Rec 0

MQTT Flag Enable
REGOO1
REG002  ble And W

Data type Modbus Maps Addres: Modbus PLC Address
ol 0 000001
uint16 o ADAAO
Add

Delete

Ratio

ble And W none

1

Right click datapoint to delete it and double click it to edit it.

4.2.3 LAN Port Introduction

4.2.3.1 LAN Port Attributes Configuration

Double click LAN port to enter setting page. Factory default IP of LAN is

192.168.3.1. Auto IP address distribution and routing functions are turned off from

factory setting in default
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- X

QDew(e Search [ New Configuration [y mport Configuration File uExpon Configuration File iRead Data iSﬂ“e Data Meonitoring Log ﬂgi.:.% @About

i
E|-- BL101

=& COM1

'@ name (ID:1)

Name  Value Unit  Type

Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio

V\q

Double click to set properties,right click to add device @

]
‘ Alarms And Events
E TaskPlan

=& DataServices

@ Modbus TCP Server
= CEJ Cloud

@ MQTT Client One
-@ MQTT Client Two
—& Ali 10T Cloud

@ HUAWEI 10T Cloud
-@ AWS 10T Cloud
—®& Kingpigeon MQTT

-@ Kingpigeon Modbus

& Transparent transmission

@ Modbus RTU = Modbus TCP

DHCP

Ethernet Settings

IP Address 192.1683.1

(B Routing »

LAN Port Configuration

Item Description
DHCP Green indicates auto IP distribution for LAN is enabled
Gray indicates auto IP distribution for LAN is turned off
) Green indicates routing function is enabled.
Routing oo ) o
Gray indicates routing function is turned off
IP Address LAN port IP Address
MAC LAN port MAC
OK Confirm LAN port Setting
Cancel Cancel LAN port setting

4.2.3.2 Add LAN Port Device

Right click LAN and clik Add to enter device configuration page. Device can be

connected directly with Gateway BL101 through LAN or through switch which is
connected with LAN.

Note: Total 50 devices can be connected through LAN and WAN
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[ 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDevi(e Search BNBW Configuration Import Configuration File HExpon Configuration File iRead Data iSaVE Data Monitoring Log n'giq%' @About

é' BL101 Name Value Unit Type Address Data type Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
é_. COoM1

!

‘w@ name (ID:1)

i [t 1
| Add |
|
| e broperties right click to add device

SR 4G

‘ Alarms And Events
E TaskPlan

—}-E DataServices

@ Transparent transmission

@, Modbus RTU = Modbus TCP
@ Modbus TCP Server

B4 Cloud

& MQTT Client One

-@ MQTT Client Two

—@& Ali 10T Cloud

-@, HUAWEI 10T Cloud

-@ AWS IOT Cloud

@, Kingpigeon MQTT

-@, Kingpigeon Modbus

[F7 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDevice search [ New Configuration [Elfimport Configuration File uExport Configuration File iRead Data iSave Data & Monitoring Log Ein% @About

é’g BL101 Name Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio
& COM1
L@® name (ID:1)
77 Device Information
WA Double dlick to set propertiesright dlick to add device | .
g0 4 Dwm‘ Nan (MAX30)
Device IP
A Alarms And Events DevicePort [ ] (1-65535)
B8 TaskPlan e (D
-8 DataServices DeviceMod  MODBUS TCP_ ~
@& Transparent transmission ~Device Properties
@ Modbus RTU s Modbus TCP SationD [ ] (-247)
@ Modbus TCP Server .
g @ ol 16-hit Data Type AB ;
& MQTT Client One 32-bit Data Type
-@ MQTT Client Two
@ Ali 10T Cloud

& HUAWEI 10T Cloud
-@ AWS IOT Cloud
--@, Kingpigeon MQTT

--@, Kingpigeon Modbus

LAN Port Device Configuration
Item Description

Device Name Name of Device to connect through LAN
Device IP Set IP Address of LAN port device
Device Port Set LAN device port
Device Brand Modbus
Device Model Modbus TCP
Station ID LAN port device Modbus communication address
16-bit Data Type | Select “AB” or “BA”
32-bit Data Type | Select‘ABCD”, “DCBA”, “BADC” or “CDAB”
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OK Confirm LAN port device setting
Cancel Cancel LAN port device setting

4.2.3.3 Add LAN Port Device Datapoints

Follow the same procedure of adding datapoints for COM port device to add
datapoints of LAN port device
Add COM Device Datapoint

4.2.4 WAN Port Introduction

4.2.4.1 WAN Port Attributes Configuration

Double click WAN to enter configuration box

[F& 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevite Search BNEW Configuration \mpon Configuration File uExport Configuration File iRead Data isave Data Monitoring EI Log nE'L;.%“ @About

1
EIE BL101 Name  Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
& COM1

;m@, name (ID:1)
B AN

[75 Ethernet Settings

48 4G [ Double dlick to set properties right dlick to add devies

‘ Alarms And Events Auto [P «©
i Tt S o T
E—ks DataServices
i SubnetMask [ 292550500 |
@ Transparent transmission
@ Modbus RTU < Modbus TCP Gatewiay (e
“~@ Modbus TCP Server M At :}
B @ Cloud
@ MQTT Client One
@ MQTT Client Two Cancel

~&@ Ali 10T Cloud

@ HUAWEI 10T Cloud
-@ AWS 10T Cloud
—@, Kingpigeon MQTT
-@ Kingpigeon Modbus

WAN Port Configuration

Item Description

Green indicates auto retrieving IP
Auto IP o _ .
Gray indicates IP is specified

IP Address Current IP Address of WAN Port

Subnet Mask | Current WAN Subnet Mask

Gateway Current WAN Gateway Address

MAC Address | WAN port MAC address

DNS Current WAN port DNS server
OK Confirm WAN port setting
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Cancel Cancel WAN port setting

4.2.4.2 Add WAN Port Device

Right click WAN and then click add to enter device configuration page
More devices can be connected with switch connecting WAN port
Note: Total 50 Modbus TCP devices can be connected through LAN and WAN

E 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-sclution.com

QDevice Search [ New Configuration [limport Configuration File uExpon Configuration File iRead Data iSave Data Monitoring Log nnla‘% @About

-X

&5 eLiot
B COM1

Le® name (ID:1)
-] LAN

Name  Value Unit  Type  Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable

Add I
‘R 4G roperties,right click to add device
‘ Alarms And Events
a TaskPlan

[—}-E DataServices

~@ Transparent transmission
@ Modbus RTU = Modbus TCP
@ Modbus TCP Server
8@ Cloud
@ MQTT Client One
@ MQTT Client Two
~@& Ali 10T Cloud
@ HUAWEI 10T Cloud
-@ AWS 10T Cloud

—®, Kingpigeon MQTT

-@ Kingpigeon Modbus

Ratio

E 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevice Search BNEW Configuration \mpor‘t Configuration File uExport Configuration File iRead Data iSave Data Monitoring ng nﬂl.,% @About

- X

Ié!- BL101 Name  Value Unit Type Address Data type Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable
G- COMI

:
@ name (ID:1)

& Lan

#5  Device Information
AR 4G - : | : DevieeNan [ JvMaxsg)
[ Double dick to set properties right click to add device | Device? [ )

. Alarms And Events Davice Port (1-65535)

o
B Taskplan Device Bran [ Modbus  ~

-8 DataServices Device Mod MODEUS TCP )

@ Transparent transmission - Device Properties

@ Modbus RTU 5 Modbus TCP Station ID :] (1-247)
@ Modbus TCP Server

16-bit Data Type
8- Cloud

@ MQTT Client One 32-bit Data Type
@ MQTT Client Two
—@ Ali 10T Cloud
-@ HUAWEI 0T Cloud
-@, AWS 10T Cloud

—@ Kingpigeon MQTT

-@, Kingpigeon Modbus

Ratio

WAN Port Device Configuration
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Item Description
Device Name | Name of WAN Port Device
Device IP WAN Port device IP address
Device Port WAN port device Port
Device Brand | Modbus
Device Model | Modbus TCP

Station ID

WAN port device Modbus communication address

16-bit Data Type

Select “AB” or “BA”

32-bit Data Type

Select “ABCD”, “DCBA”, “BADC” or “CDAB”

OK
Cancel

Confirm WAN port device setting
Cancel WAN port device setting

4.2.4.3 Add WAN Port Device Datapoints

Follow the same procedure of adding datapoints for COM port device to add
datapoints of WAN port device

Add COM Port Device Datapoints

4.2.5 4G Cellular Network Introduction

Double click 4G to enter APN setting box.

Note: It's not necessary to set APN for China mainland 4G network. If no 4G module
in the device, it's not needed to set it either

Ej 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDevice Search [ New Configuration [limport Configuration File u£xport Configuration File iRead Data iSaVe Data Monitering Lug Ei,,% @Abom
— z
2-B3 sL101

:
& COM1

Basic Informati

gw@ name (ID:1)
- Lan
~{E3] WAN

Red represents the online status, gray represents the offline status

Gateway Name et et
4G Set

The Chinese mainland does not

need to configure this T Client One Online Status @
parameter, without 4G version, . .
and does not need to configure |1 Client Two Online Status @
this parameter.

UserName [ |
Password [: OT Cloud Online Status ®
2168.1.1 [ Ping | ®

it | () @

jgeon Modbus Online Status @ | Port  Device Name  Online Status

‘ Alarms And Events.
E TaskPlan
[—}-E DataServices

& Transparent transmission

Figeon MQTT Online Status ()
Device Model [ B
Version (V2

Siaral Strength (00|

4G Module Model |

T Cloud Online Status @
@, Modbus RTU = Modbus TCP

@, Modbus TCP Server
B8 Cloud

@ MQTT Client One
-@ MQTT Client Two
—@& Ali 10T Cloud

@, HUAWEI IOT Cloud
@ AWS IOT Cloud
—@ Kingpigeon MQTT

EI 10T Cloud Online Status

e |

Mobile operators |

SIM 1CCID )

SIM Registration Status (@

Refresh ]

@, Kingpigeon Modbus
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4G Configuration

Item Description

APN Access Point Name of SIM card cellular network

User Name User Name of SIM card cellular network

Password Password of SIM card cellular network

4.2.6 Alarms and Events Configuration

Double click Alarms and Events to enter setting box. Alarm points, actions and
alarm recovery actions can be set according to requirement

4.2.6.1 Alarm Points Configuration

[ 4G Industrial Gateway ConfigUrationTaol V1.0 www.ol-solution.com - X
QDEV‘;(E Search ENEW Configuration Import Configuration File ufxport Configuration File iRead Data isave Data Monitoring Log nﬂi;.%' @About

. =
E"g BL101 Name Port Device name  Association Point Nam High Limit Low Limit ~ Alarm Type  Alarm ACK Time MQTT Flag
i
&4 COM1
¢
@, name (1D:1)
-[E3] LAN
= Bz Alarms And Events
WAN

Alarm TriggerAction————_Alarm Release Action —
AR 4G Neme ]

Port Device Write Point Name — Write Value Port Device Write Point Name — Write Value
MQTT Flag ALARMOO1T

2 e
~B Task{ Double dlick o add alprm point f197 Peint Name [

E}E DataServices High Limit :
&, Transparent transmi Low Limit [:

@ Modbus RTU = Mo

@ Modbus TCP Server
& © cloud Alarm ACK Time (1-999)s.

& MQTT Client One

-@, MQTT Client Two
@, Ali 10T Cloud

@ HUAWEI IOT Cloud

-@, AWS IOT Cloud
—@, Kingpigeon MQTT

--@, Kingpigeon Modbus
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QDev‘rce Search ENew Configuration [limport Configuration File HEXport Configuration File 4% Read Data W Save Data gMcnitming Lug n EL @About
— = :
2-E3 sL101 Name 2] Add Variable Point wlimit  Alarm Type  Alarm ACK Time MQTT Flag
-4 COM1 Variable Point Type ~ Port  Device  Variable Point Name
LAN Variable Point Ccom1 name TAGOO1
é . Variable Point comt name TAGD02
@ Variable Point LAN N device nan TAG001
AR 4G B - on
Name[ ] Variable Point LAN N device nan TAG002
g Variable Point Double click to display variable point properties, an click to select variable point |e
MANTT Elac
L8 Ta[ Double clck o add alorm point ALARIOOL Varisble Point  WAN ANdevicenar  TAGOOZ
['}’E Datag Assaciation Paint Name Add
Y owtimie [ ]
o M
B Clou
Alarm ACK Time :] (1-999)s
ORY]
oK Cancel
o (o)

@ Ali 0T Cloud
& HUAWEI 0T Cloud

@ AWS 10T Cloud

-@ Kingpigeon MQTT

—®, Kingpigeon Modbus

Alarm and Events Configuration

Item Description
Name Name of Alarm Point
MQTT Flag MQTT flag of alarm point, can be randomly set

o _ Select alarm point and click Add. Datapoint box will pop up. Click
Association Point ) ] ) )
the point to be set for alarm and click OK to confirm. Double click

Name ) ) )
datapoint to enter datapoint attribute page
High Limit High Limit alarm value of numeric datapoints
Low Limit Low limit alarm value of numeric datapoints

Digital Alarm Type | Select from digital alarm mode: Normally Open or Normally Close

Within alarm acknowledge time, if data will recover to normal

Alarm ACK Time ) i o
value, no alarm will be triggered. Otherwise it will generate alarm
OK Confirm alarms and events setting
Cancel Cancel alarms and events setting

4.2.6.2 Alarm Event Configuration

Right click Alarm Trigger Action box and click Add to enter Event configuration box
for setting actions to be performed when alarm is triggered. Right click Alarm
Release Action box to set actions to be performed when alarm is released
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4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search [§New Configuration [fillimport Configuration File uExport Configuration File iRead Data iSave Data Monitoring Log @AbDUl
é BL101 Name Port Device name  Association Point Nam High Limit Low Limit ~ Alarm Type  Alarm ACK Time MQTT Flag

com1

LAN

& wan Alarms And Events

AR 4G Alarm Trigger Action ——— CAlarm Release Action ——————————

g Port Device Write Point Name — Write Value Port Device Write Point Name  Write Value

8 Taskp|

G Datgq Aocon ot e
8y Al Type (o G )

8- Cloud

= Alarm ACK Time: (1-999)s L
@M
@ M
@ Ali 10T Cloud
& HUAWE! IOT Cloud
& AWS 10T Cloud
-@ Kingpigeon MQTT
—®&, Kingpigeon Modbus
4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice search [ New Configuration [Elimport Configuration File uExpert Configuration File iRead Data i&a\/e Data & Monitoring ch n = @Abou(

I
E"g BL101 Name Port Device name  Association Point Nam High Limit Low Limit  Alarm Type  Alarm ACK Time MQTT Flag
- COM1
LAN [&Z] Add Variable Point
WAN @ Alarms And Events Variable Point Type ~ Port  Device  Variable Point Name
SR 4G N : (Alarm Trigger Action —](A Variable Point com1 name TAGOO1
ame =
- B ke s P il Variable Point COM1  name TAGOD2
WP MQTT Flag | ALARMOOT Event Properties Variable Point LAN N device nan TAGOO1
AT BotN A Variable Point LAN N device nan TAGO02

B Data¥ x . "

= Wit oint Nams GusifieBoirt | Wk i dedana) 00
~@ Tr| Hohtime (] ) Variable Paint  WAN AN device nar TAGD02
& N

B~ Clou T
Alarm ACK Time: (1-889)s [T
@M J=
& M
@ Ali 10T Cloud

& HUAWEI 0T Cloud
@ AWS 10T Cloud
-@ Kingpigeon MQTT

—® Kingpigeon Modbus

Event Configuration

Item Introduction

Write Point Name is generated based on selected datapoint.
Write Point Name | Click Add, select datapoint and click OK to confirm. Double click
datapoint to view its attributes

Write Value Write datapoint value. For Boolean value, select 1 or 0
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4.2.7 Task Plan Configuration

Double click Task Plan to enter configuration box. Right click the box and click Add
to enter configuration box

[F&7 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice search [ New Configuration [Jlimport Configuration File uExport Configuration File iRead Data iSave Data g Monitoring Log n = @About

B8 suio1 Task Name Trigger Week Trigger Time
COM1
LAN
3a ) TaskPlan
- WAN
AR 4G Task Name Port Device Write Point Name  Write Value
w‘ Alarms And Events Local Time Hour Min
I Week
B8 DataServices (I Everyday T
e (OB Monday Add
-@ Transparent transmission (I Tuesday | Delete
& Modbus RTU = Modbus TCI (I Wednesday
@ Modbus TCP Server (I Thursday
B Cloud (W Feidy
(I saturday
~@ MQTT Client One C I Sunday
@ MQTT Client Two
@ Al OT Cloud

& HUAWEI 10T Cloud
@ AWS 10T Cloud
-@, Kingpigeon MQTT

—® Kingpigeon Modbus

|7 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com ) - X
QDevice Search [ New Configuration [Jlfimport Configuration File uExpGr‘t Configuration File iRead Data iSave Data g Monitoring Log ﬂﬂinﬁ @About
‘& B0t : - -
= asktlam Trigger| |y Add Variable Point
G COMT
F Variable Point Type ~ Port  Device  Variable Point Name
Lo TaskPlan Variable Point com1 name TAGOO1
WAN Varisble Point | COM1  name TAG002
LR 4G Task Name Port Device Write Point Na Variable Point LAN (N device nan TAGOO1
@ Alarms And Events o — Variable Point LAN N device nan TAGOD2
- ocal Time Hi -
. i Event Properties Variable Point WAN AN device nar TAGOO1
- T Week
= o T Variable Point | WAN AN device nar TAG002
- .
-8 DataServices h;::; wirtepointName ] l Double dlick to display variable point pfope
-@ Transparent transmission
. S S R S —
& Madbus RTU = Madbus TCl I wed
@ ot TP s (P
8-& Cloud (I Frice
) (D seturdey
& MQTT Client One (I sunday
@ MQTT Client Two
& Ali 10T Cloud C
—& HUAWEI 10T Cloud
o Clowd
@, Kingpigeon MQTT

—®& Kingpigeon Modbus

Task Plan Configuration

Item Description

Task Name Name of Task Plan

UTC Time Set time to perform the planned task (UTC time)

Week Set week day to perform the planned task

Write Point Name | Write Point Name will be generated based on selected
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datapoint.Click Add , select the datapoint and click OK to
confirm. Double click datapoint to view its attributes

Cancel Task Plan setting

Write Value Write datapoint value. For Boolean value, select 1 or O
OK Confirm Task Plan setting
Cancel

4.2.8 Data Service

4.2.8.1 Transparent Transmission

Set COM mode to Transparent Transmission, set COM parameters and then
configure Transparent Transmission parameters

ﬁ 4G Industrial Gateway CenfigUrationToeol V1

QDevice Search [ New Configuration [Alimport Configuration File uExport Configuration File iRead Data iSaue Data Monitoring Log ﬂn@% @About

-0 wwui.iot-solution.com

- X

1
E' BL101 Name Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
&3] LAN
& wan Serial Port Attributes
g
A a6 Mode Selection | Transparent Transmission
. Alarms And Events ~Communication Protocol
—-a TaskPlan

E}“E DataServices

@ Transparent transmission

& Modbus RTU = Madbus TCP
-® Modbus TCP Server

&@ Cloud

& MQTT Client One

& MQTT Client Two

& Ali 10T Cloud

& HUAWE! 0T Cloud
@ AWS 10T Cloud
-@ Kingpigeon MQTT

—& Kingpigeon Modbus

After setting parameters of serial port, if you
need to modify Transparent parameters, go to
data service to set relevant parameters of
pass-through

~Serial Port Settings

Baud [ 9600 -]  StopBit 1 -]

DataBit [ 8 ] ParityBit [ None -]
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QDevice Search ENEW Configuration \mpor’t Configuration File uExport Configuration File iRead Data iSave Data Monitoring Lug n == @About
= =
-8 BL101 )
Basic
-~ COM1
&5 Lan ] Transparent transmission
B[ WAN
Serial Port Choice [ COM1 v
“(‘K’ 4G ~Col ication Protocol nline status, gray represents the offline status
— M Alarms And Events G4 Madeelectiont| us Online Status @ | Port  Device Name  Online Status
— B TaskPlan [ T Online status (@)
- .
B3 DataServices f|  ServerIP/ Domain Name (MAX100) | |Online Status @
Server Port 5000 065535 | Online Status @
& Modbus RTU = Modbus TCP I
sig ine Status @
@, Modbus TCP Server Login Message :}EMM'M
d Online Stat
8-@ Cloud HElL Login ACK Message [MAX10D) miine Status @
5 line Stats
& MQTT Client One Heartbeat Message (MAX100) 5""& # u: :
= Mob B [__Ping
& MQTT Client Two Heartbeat ACK Message :} (MAX100) ) ®
@ Ali 10T Cloud \Fing
&
SIM Regist Heartbeat Interval -55 (1-999s)
~@ HUAWEI 0T Cloud [ =]
@ AWS 10T Cloud ok ) concel ) l
-@ Kingpigeon MQTT

—@, Kingpigeon Modbus

Transparent Transmission Configuration

Item Description
Serial Port Choice COM1
Mode Selection Select Gateway as “TCP Server” or “TCP Client”

Only set it when BL101 Gateway is used as TCP server
Select WAN or LAN

Select Network Port

If BL101 is used as server, it can’t be set but

Server IP automatically show selected WAN or LAN IP
/Domain Name If BL101 is used as client, input transparent transmission
server |P
Monitoring Port If BL101 is used as server, input monitoring port
/Server Port If BL101 is used as client, input server port
Login Message Data Package of logging in to server

Login ACK Message Data Package of server response to login

Heatbeat Message Heatbeat Data Package to keep connection

Heatbeat ACK Message | Data Package of server response to heartbeat

Heatbeat Interval Cycle time of sending heatbeat package. Default is 60s
OK Confirm Transparent Transmission setting
Cancel Cancel Transparent Transmission setting

4.2.8.2 Modbus RTU to Modbus TCP

Set COM mode to Modbus RTU to Modbus TCP, set COM parameter and then
configure Modbus RTU to Modbus TCP parameters.
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QDewce Search [ New Configuration [@lfimport Configuration File HExpon Configuration File iﬁead Data iSave Data Monitoring Log n_aia% @Abom

- X

i
E!--g BL101 Name  Value Unit Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
ém
LAN
1 wan Serial Port Attributes
e
Al st ModbusRTU = ModbusTCP v
~‘ Alarms And Events & Cfion Dks e
o
B TaskPlan s W e e
[}ng DataServices need to modify the Modbus RTU to Modbus
TCP parameters, then go to the data service
+@ Transparent transmission
& Modbus RTU = Modbus TCP
& Modbus TCP Server Serial Port Settings
B~ Cloud Baud [ 9600 v]  StopBit [ 1 ~)
& MQTT Client One
) DataBit [ 8 ] ParityBit [ None -]
@ MQTT Client Two
@ Ali 0T Cloud
@ HUAWEI 10T Cloud
& AWS 10T Cloud
-@ Kingpigeon MQTT
—@& Kingpigeon Modbus
[F7 4G Industrial Gateway ConfigUrationToel V1.0 www.iot-solution.com - X

QDevi(e Search BNew Configuration Import Configuration File HExpon Configuration File iRead Data isave Data Monitoring Log nﬂiq% @About

&-B sLiot !
Basic
e COMI
LAN
é-- WAN
.l
v yle Red represents the online status, gray represents the offline status
n‘ Alarms And Events Gateway Name KingPigeon (MAX15) Kingpigeon Modbus Online Status @ Port  Device Name Online Status
o =
@ TaskPlan Gatewa| |7 Modbus RTU = Modbus TCP |var online status @
- .
B8 DataServices Device [ One Onlinestatus @
-@ Transparent transmission - Communication Protocol Two Online Status ()
g | Mode Selection [
Signal S d Online Status @
@ Modbus TCH{ ousls click to set properties | e son ®
4G Module| S Port (1-65535) Cloud Online Status
B~ Cloud el
d Online Status (@)
& MQTT Client One -“-Ca B
(= ncel
. Mobile op i1 J(ping) @
& MQTT Client Two
) SIMICCID [ 89860080191995027887 baidu. ;
@ Al 10T Cloud [ wowhbaiducom |(Fing | @
SIM Registration Status
& HUAWEI 10T Cloud
@ AWS 10T Cloud | T |
-@ Kingpigeon MQTT
—&, Kingpigeon Modbus

Modbus RTU to Modbus TCP Configuration

Item

Description

Serial Port Choice

COM1

Mode Selection

TCP Server (Gateway can only be TCP Server)

Select Network Port

Select “WAN” or “LAN”

Monitoring Port

Input port of monitoring BL101 Gateway (required)

OK

Confirm Modbus RTU to Modbus TCP configuration

Cancel

Cancel Modbus RTU to Modbus TCP configuration
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4.2.8.3 Modbus TCP Server

BL101 Gateway supports Modbus TCP protocol and provides data as Modbus TCP
server. Modbus TCP server is enabled permanently. Only configure Ethernet port and

monitoring port

[73 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDEVE(E Search ENE‘W Configuration Import Configuration File uExpon Configuration File iRead Data isave Data Manitoring Log E‘L%% @About
I
8-E3 BLiotuA o
Basic
& COM1
LAN
&= wan
L)
R 46 b0l v peenits Hie crsline: statis ey ropyoronis the SAlins stitis
- M Alarms And Events Gateway Name KingPigeon MAX1S)  Kingpigeon Modbus Online Status @} | Port  Device Name  Online Status
L : 5 coM1 [}
u TaskPlan GatowayTie @I Modbus TCP Server Pigeon MQTT Online Status S i i ™
&8 DataServices Device Model |-Set up T Client One Online Status (@ | WAN VAN devi L]
-@ Transparent transmission e T Client Two Online Status ()
—@ Modbus RTU = Madbus TCP ‘ i BHERTHAS I ®
Signal Strengtl _ o loud Online us
Port[ 502 ](1-65535)
El 10T Cloud Online Stats
'@ OPCUA | Double dicktosetproporties | 0 Module Mode! HG RO
IMEI 10T Cloud Online Status
& § Cloud »
. Mobil o 9216811 ][ Ping |
@ MQTT Client One it ki 7 216811 )(CPing ) @
& MQTT Client Two SIM IcciD [ 8960080191995027887 [ wwowbsiducom |(Ping ) @

. SIM Registration Status ()
@ Al 10T Cloud

@ HUAWEI IOT Cloud
-@ AWS 10T Cloud
—@&, Kingpigeon MQTT

Refresh ]

~@ Kingpigeon Modbus

Modbus TCP Server Configuration

Item
Ethernet Port
Port
OK
Cancel

Description

Select “WAN” or “LAN”

Input gateway monitoring port (required)

Confirm Modbus TCP Server setting

Cancel Modbus TCP Server setting

4.2.8.4 OPC UA

BL101 Gateway supports OPC UA protocol and provides data as OPC UA server
Note: Only the model which supports OPC UA needs this configuration
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[F3 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com -X
QDevice Search [M§New Configuration [Jlimport Configuration File [glExport Configuration File 4 Read Data ¥ Save Data B Monitoring [§Log E@% @ About
852 sLi01UA
Basic Informatior
B COM1
@3 LAN
=& WAN
““K' 4G QpCUA resents the online status, gray represents the offline status
u_‘ Alarms And Events Gateway Name| (_J Enable igeon Modbus Online Status @ | Port  Device Name  Online Status
,,a TaskPlan : ; i com e
Gateway Time| | oo Twan ) igeon MQTT Onfine Status @ | Lan  Lan dew

E}ne DataServices

~@, Transparent transmission
& Modbus RTU = Madbus TCP
~@, Modbus TCP Server

B Cloud [ pouble dlick to set propertis |

@ MQTT Client One
@ MQTT Client Two
@ Ali 10T Cloud

&, HUAWEI IOT Cloud
& AWS I0T Cloud
—@ Kingpigeon MQTT

-@, Kingpigeon Modbus

Device Model|
Version|

Signal Strength|
4G Module Madel
IMEI

Mabile operators|

SIM ICCID)|

SIM Registration Status

port [ 4840 ] (1-65535)
Anonymous @)
iicar [:]wm:iﬂn
Password [ ] (MAXS0)
Security Policy [ none |
Certificate [ |
Privatekey [ ]

[T Client One Online Status @ | WAN WANd=

IT Client Two Online Status @
T Cloud Online Status ]
NEIIOT Cloud Online Status @
10T Cloud Online Status (@)
2.168.1.1 [ Ping | &

baiducom |(Ping | @

Refresh I

OPC UA Configuration

Item

Descri

ption

Enable

Green indicates OPC UA is enabled
Gray indicates OPC UA is disabled. Default is disabled

Ethernet Port

Select “WAN” or “LAN”

Port Input server port (required)
Green indicates login anonymously. Default is Green.
Anonymous o o
Gray indicates login with Account and Password.
User Input User Name
Password Input User Password

Security Policy

Encryption policy. Select “none”, “basic256”, “basic128rsa15” or
“basic256sha256”

Certificate OPC UA certificate, select file to upload
PrivateKey OPC UA encryption key, select file to upload
OK Confirm OPC UA setting
Cancel Cancel OPC UA setting

4.2.9 Cloud Platform Connection

BL101 Gateway supports device online in multiple cloud platforms simultaneously.

4.2.9.1 MQTT Client One

MQTT Client One can be connected to cloud with certificate or without certificate
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It supports multiple publishing topics.

Click Add to set publish topic. Publish topic name can be viewed from drop-down list
of Publish Topic. Select Publish Topic Name and click Delete to delete publish topic.
MQTT Client One supports publishing certain datapoints of each topic. Move mouse
cursor to the right box, right click it and click Add to enter datapoint dialog box. Select
the datapoint to publish and click OK to confirm it. Double click datapoint to view its
attributes.

Take below picture for example, only datapoint TAG001 of COM Device 1 is published
and other datapoints are not published.

Note: Datapoint box is blank in default which means all datapoints will be published in
default. If multiple topics are published, only one topic datapoint box can be blank.
Other topic datapoints must be selected.

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDevEce Search [ New Configuration [ilimport Configuration File HExpor‘t Configuration File iRead Data iSave Data gMonitoring ng n 5= @About
’E‘,, Tp— fuJof MQTT Client
-] LAN S ] ! Varisble Point | com1 | name TAGOO1 !|
”n o e e
M Alarms And Events [ f Status
,,a TaskPlan . HD[ ] L
[}vs DataServices & Name[ 1 :
-@, Transparent transmission Passwor d [ 1
L@ Modbus RTU = Modbus T (I 508
-@ Modbus TCP Server Roct Certificate :}
—-@ OPC UA Client Certificate [:]
B @ Cloud Client Se(rsﬂ(ey[ I
® MQTT Client Two SubscribeTopic[ |
& Ali 10T Cloud - ID# e <t =
@ HUAWEI |OT Cloud . - i
anmorcas | SRS
--@, Kingpigeon MQTT
~-@ Kingpigeon Modbus
|
MQTT Client One Configuration
Item Description
Enab Green indicates MQTT Client One is enabled
nable
Gray indicates MQTT Client One is not enabled.
Server IP/ Domain Name Input Server IP/Domain name
Server Port Input server port(required), default is 1883
. Client Identifier of MQTT Connecting message.
Client ID o ) _
Server uses it to identify Client
User Name of MQTT Connecting message.
User Name ) o o
Server uses it for ID verification and authorization
Password of MQTT Connecting message
Password ) o o
Server uses it for ID verification and authorization
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X.509 Green indicates certificate is enabled
(Enable Certificate) Gray indicates certificate is not enabled
Root Certificate Select file to upload (Need enable Certificate first)
Client Certificate Select file to upload (Need enable Certificate first)
Client Private Key Select file to upload (Need enable Certificate first)
) , Topic of MQTT subscribing message. After subscribing
Subscribe Topic ] ]
server can send message to client for controlling
Topic of MQTT publishing message. It's used for MQTT to
identify message channel of sending valid load data. Wildcard
Publish Topic can’'t be included in publishing message topic name.
Click Add to add more public topics.
Click Delete to delete Public Topic
Uploading Interval Cycle time of MQTT data sending. Default is 30s
o Green indicates offline data will be transmitted once network
MQTT Data Re-transmission o ) _ _
o recovers; Gray indicates offline data will not be transmitted
(Enable data re-transmission)
once network resumes
OK Confirm MQTT Client One setting
Cancel Cancel MQTT Client One setting

4.2.9.2 MQTT Client Two

Follow the same procedure of configuring MQTT Client One to set MQTT Client Two
MQTT Client Two subscribe topic does not work. MQTT Client Two is used for viewing
data from cloud but not controlling data

MQTT Client Two Configuration refer to MQTT Client One
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4.2.9.3 Alibaba Cloud

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-sclution.com

QDevice Search [P New Configuration

- X

@About

[lyimport Configuration File HExpon Configuration File iRead Data iSave Data Monitoring Log nnlu%

BB sLioua
- COM1
g-E LAN
@& wAN
AR) 4G
~‘ Alarms And Events
,,a TaskPlan
}--E DataServices

E

-@, Transparent transmission

@, Modbus TCP Server
@ OPC UA

8- Cloud

@ MQTT Client One

& MQTT Client Two

@ HUAWEI IOT Cloud
@, AWS 10T Cloud
—@, Kingpigeon MQTT

-@, Kingpigeon Modbus

—@ Modbus RTU = Modbus TCP

Basic

L] Ali 10T Cloud

(I Enable

Variable Poi

ntType  Port Device

Secret Key (P X509

Productkey

Regional | East China 2 (Shanghai) - |
Root Certificate
ClontCortficate |
—
Automatic data upload cyele [ 0| (10-9995)

Alibaba Cloud Configuration

Item Description
Enabl Green indicates Alibaba Cloud is enabled
nable
Gray indicates Alibaba Cloud is not enabled. Default is disabled
Default is connecting with Secret Key. Click it to move the
Secret Key/X.509 ] ] . -
button on the right for connecting with Certificate.
Set the same ProductKey as the one in Ali Cloud.
ProductKey . ) . , . N
See below illustration (Device-Click DeviceSecret to view it)
] Set the same DeviceName as the one in Ali Cloud
DeviceName , ) , , , o
See below illustration (Device-Click DeviceSecret to view it)
Set the same DeviceSecret as the one in Ali Cloud
DeviceSecret . . . . : N
See below illustration (Device-Click DeviceSecret to view it)
Region Select Alibaba Cloud Region, default is East China 2(Shanghai)

Root Certificate

Select file to upload (Need to select certificate X.509 first)

Client Certificate

Select file to upload (Need to select certificate X.509 first)

Client Secret Key

Select file to upload (Need to select certificate X.509 first)

Automatic Data
Upload Cycle

Cycle time of data sending. Default is 30s

Publish Datapoint
Selection

Default is blank box with all datapoints to be uploaded
Right click the box and click Add to select datapoint for
uploading. Click OK to confirm it.
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Confirm Alibaba Cloud setting

Cancel Cancel Alibaba Cloud setting

Device Certificate

Device Certificate Copy

ProductKey

DeviceName

DeviceSecret

Certificate Installation Modes

 Introduction to the unique-certificate-per-device and unique-certificate-per-product modes

4.2.9.4 HUAWEI Cloud

HUAWEI Cloud can be connected with or without Certificate. It supports multiple
service IDs. Click Add to set Service ID. ID can be viewed from the drop-down list.
Click Delete to delete service ID.

HUAWEI Cloud supports uploading certain datapoints of each Service ID. Right click
the box and click Add to enter datapoint dialog box. Select the datapoint to upload and
click OK to confirm it. Double click the datapoint to view its attributes.

Note: Datapoint box is blank in default which means all datapoints will be uploaded. If
there’re multiple Service IDs, only one Service ID datapoint box can be blank.
Datapoints for uploading must be selected for other Service IDs.
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QDevice Search [ New Configuration [Jilflmport Configuration File HExpon Configuration File iRead Data iSave Data Monitoring ch Ein% @Abuut

- X

—@, Kingpigeon MQTT
-@, Kingpigeon Modbus

i
2-B3 BL101UA o
Y asic Informat]
G- COM1 [
LAN 55} HUAWEI 10T Cloud
£ waN @) tnable
B 4G & Aoy Variable Point Type ~ Port Device Variable Name
M Alarms And Events Server 1P/ Domain Name [ ] Varisble Point | LAN | LAN device name TAGOO1 | lhhe Status
o
-
8 TaskPlan Gerver Part 1-65535) "
[}"E DataServices -
-@, Transparent transmission Secret Key (I X.500
&, Modbus RTU = Modbus Ti Device I ]
-@, Modbus TCP Server Device Secret Ky [ ]
=3 @ Cloud : o
&, MQTT Client One
@ MQTT Client Two =
@ Al 10T Cloud e
Automatic data upload cycle (10-8995)
-® AWS 10T Clou MQTT Data retransmission (I

HUAWEI Cloud Configuration

Item

Description

Enable

Green indicates HUAWEI Cloud is enabled.
Gray indicates HUAWEI Cloud is disabled. Default is disabled

Server IP/
Domain Name

Select connecting to HUAWEI Cloud via MQTT to enter console.

Click Overview to get server IP address of device connection

" HUAWEI CLOUD

loT Platform

Default Default

ce |/ Instance Det

tails

Access T..  Access Protocol (Port)
HTTPS (443)
Applicati .
& i
] HERE - s AMGPS (
1 Res CoAP ( 65
| Device a..  HTTPS (8943

MarT (18

583) | MQITS (8883)

Access Address

0ooGog

]

Server Port

Default is 1883, input 1883 for connecting with Secret Key

Input 8883 for connecting with Certificate (Required)

Secret Key/X.509

Default is connecting with Secret Key. Click it to move the button

on the right for connecting

with Certificate

Device ID

Set the same ID as the one in HUAWEI Cloud(Device-Device ID)
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Set the same Device Secret Key as the one in HUAWEI Cloud

Device Secret | when creating device in HUAWEI Cloud. If it's forgot, it can be
Key reset in device authentication.

(Not necessary if connecting with certificate is selected)

Root Certificate | Select file to upload (Need to select certificate X.509 first)

Client Certificate | Select file to upload (Need to select certificate X.509 first)

Client Secret Key | Select file to upload (Need to select certificate X.509 first)

Set the same Service ID as the one in HUAWEI Cloud.
(10T Platform-Products-Add Service-Service ID)

" HUAWEI CLOUD

1oT Platform

DRNIIN :
X

a | Basic Edition LA BL101 1o |
) " | Séivie |
Service ID . @
= ype
B s Man E B
a

5 o
DR
SLE
=
= 8
£ v
3
g g
|4
g
n
2 4
3 H
A
i
b E
: E
E
|
E
£

Multiple Service IDs are supported

Automatic Data ) ] )
Cycle time of data uploading. Default is 30s
Upload Cycle

Green indicates offline data will be transmitted once network
MQTT Data

o recovers; Gray indicates offline data will not be transmitted once
Re-transmission

network resumes

Datapoint Default is blank box with all datapoints to be uploaded
Uploading Right click the box and click Add to select datapoint for

Selection uploading. Click OK to confirm it.
OK Confirm HUAWEI Cloud setting
Cancel Cancel HUWEI Cloud setting

4.2.9.5 AWS (Amazon Web Service)

Note: Datapoint box is blank in default which means all datapoints will be published. If
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multiple topics are published, only one topic datapoint box can be blank. For other
topics, datapoints for publishing must be selected.

L—Tg 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDevi(e search [ New Configuration [flfimport Configuration File HExpor't Configuration File iRead Data iSave Data & Monitoring [§Log nﬂiﬁ% @ ~bout
(I

=-B8 BL101UA )
Basic
- COMT [
6@ AN AWS |OT Cloud
B-E] WAN (I Enable
LR 4G Connection Address Variable Point Type  Port Device Variable Name
- Alarms And Events Server 1P/ Domain Name | Online Status
o
m
— I TaskPlan Server Port [:] (1-65535) ]
E}-"E DataServices L]
"@, Transparent transmis, Right click to perform the operation
Itern Name [
—& Modbus RTU = Mod
Client 1D [
~@, Modbus TCP Server
Root Certificats
g .orcun oot Coricts )
8 & coud Client Certificate [ ) ..
@ MQTT Client One Client Secret Key | =
& MQTT Client Two Publish Topic | [ Add | Delete
~@ Ali 10T Cloud Automatic data upload cycle (10-999s)
& Y
£ rukEoT chud
@ Kingpig Double Tk o st propertes |
-@, Kingpigeon Modbus

AWS Configuration

Item Description

Green indicates AWS is enabled.
Gray indicates AWS is disabled. Default is disabled

Enable

Input ASW Connection Endpoint

(Enter Console, click Things and then click Interact to get it)

AWS loT x AWS laT Things BL101

Monitor

Activity

Server IP/

Domain Name

» Onboard

Actions ~

¥ Manage

This thing already appears to be connected, Connect a device

T —— HTTPS

Billing graups

Jobs Update your Thing Shadow using this Rest API Endpoint. Learn more

e

MQTT

Jab templates

Tunnets

P Fleet Hub

¥ Greengrass Use topics to enable applications and things to get, update, or delete the state information for a

» Secure Thing (Thing Shadow) Learn more

Server Port 8883 (Required)

Item Name Input Thing ARN
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aws  Services ¥ Q Search for services, features, marketplace products, and doc
AWS loT X AWSIoT > Things > BL101
Monitor
Activity
» Onboard
¥ Manage
Thing ARN
Types
A thing Amazon Resource Name uniquely identifies this thing
Thing groups
Jobs
Job templates
Type
Tunnels Interact
aws  Services ¥ Sear [Alt+5] L
AWS loT X AWSIoT > Things > BL1O1 & s
My Organization
) Monitor
CI Ie nt I D Activity My Service Quotas
& Ohboard My Billing Dashboard
My Security Credentials
¥ Manage
Things Thing ARN Sign Out
TyDES ecuri

A thing Amazon Resource Name uniquely identifies this thing.
Thing groups

Root Certificate

Select file to upload it

Client Certificate

Select file to upload it

Client Secret Key

Select file to upload it

Publish Topic

Input the same topic when creating rules in AWS cloud. It's the
topic used for MQTT publishing message.
Click Add to create more Publish Topics. Select Publish Topic

and click Delete to delete it.

Tunnels
» Fleet Hub
BL
» Greengrass ENABLED

> Secure
» Defend | overview Description
Act Tags Nao description

Destinations Rule query statement

The want to process with this rule.

v Test

» Device Advisor

MQTT test client

Using SQL version 2016-03-23

Automatic Data
Upload Cycle

Cycle time of data uploading. Default is 30s

Datapoint Publishing

Default is blank box with all datapoints to be published
Right click the box and click Add to select datapoint for

Selection o ) o
publishing. Click OK to confirm it..
OK Confirm AWS setting
Cancel Cancel AWS setting
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4.2.9.6 King Pigeon Cloud via MQTT

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search ENew Configuration \mpor‘t Configuration File uExport Configuration File iRead Data iSave Data Meonitoring Log nﬁi’é% @About

‘8B sLio1ua
G- COMT
' LAN 2 Kingpigeon MQTT

é" WAN Y Enabld

..lﬂi 4G Connection Address

lEas\z Informati

Variable Point Type  Part  Device Variable Point Nam | fstatus

~‘ Alarms And Event{| Server IP/ Domain Name[ mytt.druip.com ] Name  Online Status

O 2 o
¥ TaskPlan Serier P (1-65535) e »

[J"E DataServices ice name ]

-@, Transparent tr. Client ID [ ]
—@ Modbus RTU

~@ Modbus TCP 4
Password [
@ OPC UA

User Name [ MQTT ]

MOTTEH J

=] @ Cloud
@ MQTT Client d

Subscribe Topic | |

Publish Topic | ]

Automatic data upload cycle (10-9995)

@, MQTT Client T|

® Al 10T Cloud MQTT Dats retransmission (
@ HUAWEI IOT
@
Corezl
L-S—— ((_ox )[_coneel ]

-@, Kingpigeon Modbus

King Pigeon Cloud via MQTT Configuration

Item Description

Green indicates King Pigeon cloud via MQTT is enabled
Enable

Gray indicates King Pigeon cloud via MQTT is disabled

Server IP/Domain Name | mqtt.dtuip.com

Server Port 1883(Required)

Input device serial number issued by King Pigeon
Client ID (Contact King Pigeon sales to get the serial number if
required to connect to King Pigeon cloud)

User Name MQTT
Password MQTTPW
Subscribe Topic King Pigeon Device Serial Number/+
Publish Topic King Pigeon Device Serial Number

Automatic Data Upload ] ) )
Cycle time of data uploading. Default is 30s

Cycle
Green indicates offline data will be transmitted once
MQTT Data o _ )
o network recovers; Gray indicates offline data will not be
Retransmission

transmitted once network resumes

o ] Default is blank box with all datapoints to be published
Publishing Datapoint

Right click the box and click Add to select datapoint for
publishing. Click OK to confirm it.

Selection
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OK Confirm King Pigeon Cloud via MQTT setting
Cancel Cancel King Pigeon Cloud via MQTT setting

4.2.9.7 King Pigeon Cloud via Modbus

Both King Pigeon Cloud and customized Clouds can be connected via Modbus RTU

protocol.

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevice Search BNew Configuration Impor‘f Configuration File uExport Configuration File 1Read Data iSave Data Monitoring Log Ei.,% @About

- X

-E3 sLio1ua e
sic
G- COM1 _ - -
G AN Iz Kingpigeon Modbus
@& wan [ OL
Connection Address
“‘N 4G . status, gray represents the offline status
n‘ Alarms And Events geie iAo R = lineStatis ‘ Port  Device Name Online Status
——a TaskPlan AT “'65535} ne Status () C;:W T d':me :
[}..E DataServices (¥ou can change the server address to log in to other cloud platforms) i @ | WA evicens ®
e Status
-@, Transparent transmission eStatus (@
—@, Modbus RTU = Modbus TCP Modbus Station (1-247)
tatus o
@, Modbus TCP Server Login Message :} (MAX100)
4 line Status @
@, OPC UA Login ACK Message (MAX100) ®
Status
8@ Cloud Heartbeat Message (eax100) —
ing
& MQTT Client One Heartheat ACK Message (MAX100) ®
: Ping |
©-MQET Client Two - (o e (1-0009
&, Ali 10T Cloud
@ HUAWEI 10T Cloud
@
0K G |
- — (o ) come ]
—@ Kingpigeon MQTT
Double click ta set properties
King Pigeon Cloud via Modbus
Item Description
Enabl Green indicates King Pigeon Cloud via Modbus is enabled
nable

Gray indicates King Pigeon Cloud via Modbus is disabled

Server IP/Domain Name

modbus.dtuip.com

Server Port

6651 (Required)

Modbus Station/ID

Set Modbus communication address of this Gateway device

Login Message

Input device serial number issued by King Pigeon
(Contact King Pigeon sales to get the serial number)

Login ACK Message

King Pigeon Cloud)

Server acknowledges login messages (Not necessary for

Heatbeat Message

Q (Heatbeat message to keep connection)

Heatbeat ACK Message | A (Server acknowledges heatbeat messages)
Heatbeat Interval Cycle time of sending Heatbeat messages, default is 60s
OK Confirm King Pigeon Cloud via Modbus setting
Cancel Cancel King Pigeon Cloud via Modbus setting
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5 BL101 Gateway Application Example

BL101 COM port connects remote IO module M140T and collects its data through
Modbus RTU protocol.

BL101 LAN port connects network switch N81 and multi-functional RTU S475
connects N81 switch. S475 data is collected through Modbus TCP protocol.

BL101 WAN port connects 4G industrial Router R40 LAN port. Router R40 provides
network to BL101 Gateway. The collected data is uploaded to various cloud platforms

5.1 Device Connecting Diagram

Remote 10 Module M140T

BL101 Gateway

Industrial Router R40

MNetwork Switch N81

Multi-functional RTU 5475
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5.2 Configuration Software Setting

Connecting devices, datapoints
software

and cloud connection must be set in configuration

5.2.1 Add Devices and Datapoints

5.2.1.1 COM Port Configuration

COM port collects M140 data through Modbus RTU. Configure COM port like below

E 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevice Search [New Configuration [lfimport Configuration File uExport Configuration File iRead Data |§ Save Datal Monitoring Log Ei%% @About

- X

T
2-E2 BLio1ua

Eks DataServices

-@ Transparent transmission

~@ Modbus RTU = Madbus TCP
@ Modbus TCP Server

& OPC UA

=] @ Cloud

@ MQTT Client One

& MQTT Client Two

Name Value Unit Type Address Data type Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
_A LAN
& wan Serial Port Attributes
g
R 46 Mads Salaction [ Collection |
w‘ Alarms And Events ~Cor ion Protocol
”a TaskPlan

@ Ali 10T Cloud
-@ HUAWEI I0T Cloud

Devics Model MODEUS_RTU M

Serial Port Settings

Baud [ 9600 v]  StopBit [ 1 ]

Data Bit [

8 ]

Pority Bit [ None ~]

-@ AWS 10T Cloud
—@ Kingpigeon MQTT

-@ Kingpigeon Modbus

2) Mode Selection: Collection

(
(
(
(

RS485 port
(5) Click OK to confirm

1) Double click “COM1” to enter configuration window

3) Device Brand: Modbus; Device Model: Modbus RTU
4) Baud rate, Stop bit, Data Bit and Parity Bit will be set the same as that in M140T

Note: Click Save Data. Gateway will restart automatically. COM configuration will be

valid after device restarting
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5.2.1.2 Add M140T to COM Port

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDEVFE@ Search I8 New Configuration [lfimport Configuration ile [gdExport Configuration File 4 Read Data ¥ Save Data B Monitoring B Log nﬁ%% @About
(1
=] BL10TUA Name  Value Unit Type  Address Datatype Modbus MapsAddres: Modbus PLC Address MQTT Flag Enable Ratio
G COMI
t

-] LAN
&3] WAN
“R 46 Device Information
- f‘ Alarms And Events
“a TaskPlan

Device Name M140T (MAX30)

*}~E DataServices

@ Transparent transmission

@ Modbus RTU = Modbus TCP
@ Modbus TCP Server

@ opcua

B~ Cloud

Device Prop

swon0 1 Joeem
32-bit Data Type ABCD .

& MQTT Client One
~@ MQTT Client Two
@ Ali 10T Cloud
@ HUAWE! IOT Cloud
@ AWS 10T Cloud
@ Kingpigeon MQTT

@, Kingpigeon Modbus

(1) Click COM1, right click the mouse and click Add to enter configuration box

(2) Set device name, for example, set M140T as device name

(3) Input device modbus adress, for example, if M140T Modbus ID is 1, put 1

(4) Select Type of data to be collected.

(5) Click OK to confirm adding M140T

(6) Click COM1 to view the added device M140T. If more devices to be added,

perform the same procedures as above Step (1)-(5)

Note: Click Save Data. Gateway BL101 will restart automatically. After restarting,

M140T is added successfully.
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5.2.1.3 Add M140T Datapoints

[ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X
QDevEce Search [§New Configuration [ilflmport Configuration File uExpor‘t Configuration File iRead Data iSave Data Monitoring Log Ei:% @About
B
B-E8 sLi01UA Name  Value Unit  Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
Toj 0T Read Colls (1] Bool () G000 BOT BleAnd W none
'%' COMI ol 01Read Coils 1 bool 1 000002 DO2  bleAndW none
| & bo3 01 Read Cails 2 bool 2 000003 D03 bleAnd W none
é Do4 01Read Coils 3 bool 3 000004 DO4  bleAndW none
TTRERTCOT— e T Dot T
DO6 T DO6  bleAndW none
- WAN = - -
o7 74 Variable Attributes DO7  bleAndW none
..Jﬂi AG DO8 DO8  bleAndW  none
DINT ; ’ DIN1  Read-Only none
A Alarms And Events DIN2 i | ] Verispleunis (] DINZ  Read-Only none
o DIN3 : [—} DIN3  Read-Only none
I TaskPlan DIN4 A s Tyne Bl fidciess 0 DINA  Read-Only none
E-& DataServices DiNS Data type In DB | Address Offset In DB DINS _Reed.Only rore
o - DING ) e DING  Read-Only none
-8 Transparent transmission D‘N;T Data type DINT Read-Only  none
® Modbus RTU = Modbus TCP DINS DIN8  Read-Only none
Read-Write Type [ Readable And Writat v
® Modbus TCP Server Sl
Wodbus Maps Adds [ 0-2000) MQTT Fla Do
® opcua lodbus Maps Addresses ( ) ] L
(Customizable)
B~ Cloud
& MQTT Client One
—@& MQTT Client Two
@ Ali 10T Cloud
@ HUAWEI IOT Cloud
@ AWS 10T Cloud
-@ Kingpigeon MQTT
-@ Kingpigeon Modbus

(1) Click M140T, move mouse cursor to the right box, right click mouse to enter
datapoint configuration window

(2) Set datapoint name, for example, DO1

(3) Address Type: Select the address type to be supported by the function code of
datapoint, for example, select 01 reading holding coil for M140T DO as it supports
function code 01; select 02 read input coil for M140T DI as it supports function
code 02

(4) Data Type: Select datapoint data type. For example, select bool for M140T DI &
DO as both are caoil type.

(5) Read-write Type: Automatic identifying read-write type according to Address Type

(6) Variable Unit: Input any required unit

(7) Starting Address: Input datapint register address, for example, DO1 register
address in M140T is 0, input O

(8) Adding Qty: if consecutive addresses are collected, the same function code can
multiply be collected

(9) Modbus Mapping Address: Input the address where the collected datapoint is
saved in BL101. It can be any address from 0-2000 but can’t be repeated. For
example, DO1 data is saved in register address 0 of BL101

(10)MQTT Flag: can be any identification mark, but can’t be repeated

(11)Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box

lik above picture. If more datapoints to be added, right click the box and click Add to
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enter datapoint configuration box, repeat Step (2)-(11)
Note: Click Save Data. Gateway will restart automatically. After restarting, M140T
datapoints are added successfully

5.2.1.4 LAN Port Configuration

Note: Both WAN and LAN can collecting data from devices. Below example is the
configuration of adding device S475 in LAN port. WAN port device configuration
procedures are the same.

[ 4G Industrial Gateway ConfigUratienTaal V1.0 wwweiot-selution.com - X

QDevkce Search [ New Configuration [Elimport Configuration File HEXPOH Configuration File iRead Data iS:we Data & Monitoring [gLog iE= @About

T

=] BL10TUA Name  Value Unit  Type Address Datatype Modbus Maps Addres: Modbus PLC Address MQTT Flag Enable  Ratio
B COM1
=
: WAN
) 4G @ Ethernet Settings
‘ Alarms And Events
8 TaskPlan DHCP € routing (W
[}nE DataServices B Askirose @
-@ Transparent transmission
@ Modbus RTU = Modbus TCP
@ Modbus TCP Server
~@ OPCUA MAC Address :
B8 @ Cloud
@ MQTT Client One
@ MQTT Client Two
@ Al 10T Cloud

@ HUAWEI 10T Cloud
-@ AWS 10T Cloud
—® Kingpigeon MQTT

@ Kingpigeon Modbus

(1) Double click LAN to enter configuration box

(2) DHCP: enable auto IP distribution. Default is disabled. For examples, S475 has
been set to auto retrieving IP, then LAN port must enable DHCP.

(3) Routing: Enable network rounting function. Default is disabled. For example, S475
data will be collected without network requirement, then disable routing function

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices
must be within the range. It can be changed according to requirement. For
example, S475 is set to auto retrieving IP and the range is not limited,thus it's not
necessary to change it.

(5) MAC Addres: Input LAN port MAC address

(6) Click OK to confirm it

Note: Click Save Data and Gateway will restart. Turn off the power of Gateway and

restart it. After that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If

device IP address is not within the range, data can’t be collected. Thus it's necessary
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to change LAN port IP address according to requirement. IP Address change will not
be effective until gateway is power off and powered on again

5.2.1.5 Add LAN Port Device S475

[F 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevi(e Search nNew Configuration \mpor‘t Configuration File uExport Configuration File iRead Data iSdVE Data Monitoring @Log nﬂip% @About

= s

B BL101UA Name  Value Unit  Type Address Datatype Modbus Maps Address Modbus PLC Address MQTT Flag Enable  Ratio
G- COM1

SETH

[ZF  Device Information
@ WAN

Device Nan $475 (MAX30)
SR 4G i
Device Ip [ 192.1683.128 ]
7. Alarms And Events Device Port [ 502 | (1-65525)
2
NH Taskplay Device Bran Modbus -

(- DataServices Device Mod  MODEBUS TCP ~)

& Transparent transmission -Device Properties

@ Modbus RTU = Modbus TCP Station ID (1-247)
& Modbus TCP Server
16-bit Data Type
~@ OPC UA
B¢ Cloud 32-bit DataType ___ABCD -]
@ MQTT Client One 4
@ var clentwo

@ Ali 10T Cloud
& HUAWEI 10T Cloud
—& AWS 10T Cloud
--@& Kingpigeon MQTT

-@ Kingpigeon Modbus

(1) Click LAN and right click mouse to enter device configuration box

(2) Device Name: input the name of device to be added, S475

(3) Device IP: input S475 IP address. For example, S475 is set to auto retrieving IP.
Open S475 configuration software and view its IP(192.168.3.125). Thus input
S475 1P 192.168.3.125.

(4) Device Port: input LAN port device port. For example, S475 Modbus TCP port is
502. Thus put 502

(5) Device Brand: Modbus; Device Model: Modbus TCP
(BL101 collects S475 through LAN port through Modbus TCP protocol)

(6) Station ID: 1, (S475 Modbus ID is 1)

(7) Select Data Type. For example, S475 power source and temperature & humidity
data is 16-bit AB type, 32-bit data is not collected. Thus select 16-bit AB type and
keep 32-bit data type with default setting

(8) Click OK to confirm the setting

Note: S475 device icon will appear after confirming the configuration. If more

devicesto be added, perform the same procdure as Step (1)-(8)
Note: Click Save Data and gateway will restart automatically. After restarting, device
S475 is added successfully
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5.2.1.6 Add S475 Datapoint

|7 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

- X

QDevice Search BNew Configuration Import Configuration File uExpor't Configuration File iRead Data isave Data Monitoring Log nﬂi:% @About

&-53 sLi01UA
B COMI
é LAN
LR 4G
,,‘ Alarms And Events
»ﬂ TaskPlan
E—}“E DataServices
& Transparent transmission
® Modbus RTU = Modbus TCP
& Modbus TCP Server
-@ OPCUA
Er»@ Cloud
& MQTT Client One

Name

Value Unit Tvp, Addre; Data tvpe Meodbus Maps Addres:

Modbus PLC Addre:

MOTT Flag__Enable

Rati:

temp
humidity
power

°C sadInputRegi 24
RH sad Input Regi 25
V sadinputReqi 14

int16 0
int16 1
uint16 2

400001
400002
400003

temp Read-Only
humidity Read-Qnly

power  Read-Only

1
]
]

Modbus Maps Addresses

Variable Attributes

e e |
Address Type | 04 Read Input Regist: v | Starting Address

Address Offset In DB

Variable Unit

Data typs In DB

Data type int16

Read-Write Type [ Read-Only v
[ (0-2000)

Ratio

DRI

MOTT Flag temp

(Customizable)

& MQTT Client Two
@ Ali 10T Cloud
& HUAWEI 10T Cloud
-@ AWS IOT Cloud
@ Kingpigeon MQTT

-@ Kingpigean Modbus

(1) Click S475, move mouse cursor to the right box, right click the mouse and click
Add to enter datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, temperature

(3) Address Type: S475 temperature supports fucntion code 04, thus select 04 read
input register

(4) Data Type: S475 temperature is 16-bit signed numeric data, thus select int16

(5) Read-Write Type: Automatic Identifying it according to Address Type

(6) Variable Unit: ‘C(set any unit according to actual requirement)

(7) Starting Address: 24 (Datapoint temperature register address in S475 is 24)

(8) Adding Qty: If consecutive addresses to be collected, the same function code can
collect it simultaneously.

(9) Ratio: set the ratio to be multiplied or minified for uploading to cloud

(10)Modbus Mapping Address: 0 (S475 temperature data is saved in register address
0 of BL101).
Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

(11)MQTT Flag: temp. It can be any identification mark and can’t be repeated.

(12) Click OK to confirm.

Note: After confirming the configuration, datapoints will appear in the box like above

picture. To add more datapoints, right click the box and click Add to enter configuration

box. Perform the same procedure as Step (2)-(11)

Note: Click Save Data. Gateway will restart automatically. After device restarting,

S475 datapoint is added successfully.
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5.2.2 M140T & S475 Data Uploading to Clouds

Below examples are the procedures to uploading M140T & S475 data to Modbus TCP
Server, OPC UA, Alibaba Cloud, HUAWEI Cloud, AWS, King Pigeon Cloud via MQTT,
King Pigeon Cloud via Modbus.

MQTT Client One and MQTT Client Two are for private cloud, supporting connecting
with certificate. The settings are the same as King Pigeon Cloud connection via MQTT.
Thus it will not be described here.

5.2.2.1 Modbus TCP Server Configuration

E 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevEce Search [ New Configuration [ilfimport Configuration File u£xport Configuration File iRead Data |" Save Datal Monitoring [§Log Bﬂi:ﬁ @Abuut

=-E2 sLiotua

& COM1

g~»@, M140T (ID:1)
=} LAN

L@ $475 (ID:1)

-] waN Gatewsy Name [ Kingpigeon
R 4G Gateway Tme [ NModbus TCP Server igeon MQTT Online Status C&? "S;ZT :
m‘ Alarms And Events Device Model
“a TaskPlan —
B-8& DataServices Ethernet Port_wan -]

Signal Strength — T Cloud Gnline Status
. 02 1-65535)
~-@, Transparent transmission Egit E '
4G Medule Model El 10T Cloud Online Status

Basic Information

Red represents the online status, gray represents the offline status

| maxis) Kingpigeon Modbus Online Status @) | Port  Device Name  Online Status

-Set up T Client One Online Status

T Client Two Online Status

@ Modbus RTU = Modbus TCP

IMEI 10T Cloud Online Status
IS oK Cancel
% | Mobil t 168,11 [_Ping |
@ OPCUA | Double dick to set properties b = ——
B"‘r\’ Cloud SIM ICCID 89860080191995027887 t www.baidu.com ]l Ping J
5 5027

SIM Registration Status )

3.

@ MQTT Client One
@, MQTT Client Two
-@, Ali 10T Cloud
—@ HUAWEI 0T Cloud
@, AWS I0T Cloud
@, Kingpigeon MQTT

@ v 2 Madh,

Refresh l

(1) Doubel click Modbus TCP Server to enter configuration box

(2) Ethernet Port: Select WAN (In this example, industrial router R40 is connected
through WAN) . Click WAN to view its IP address: 192.168.1.197

(3) Port: This gateway is used as Modbus TCP Server monitoring port. Input any port
within range 1-65535. For example, put 502

(4) Click OK to confirm the setting of Modbus TCP Server.

(5) Click Save Data. Gateway will restart automatically. After restarting, Modbus TCP
Server configuration is done successfully.

5.2.2.2 View Dat with KEPServerEX 6

Gateway provides data as Modbus TCP server. Modbus TCP host computer will

Page 60 of 76 King Pigeon Communication Co., Ltd. V1.0
www.iot-solution.com



KING PIGEON

.
-
-

Modbus to MQTT loT Gateway
-BL101

collect data from BL101, like SCADA, MES PCs. Below example is simulating
KEPServerEX 6 as host computer to collect BL101 data.

iz}

L X | B

irEEh I biiized] iR g
[0 0008 Bedeon n %
oz 000010 Beolean 0 FA
o won Bedean 0 %
s otz Beoean w %
“ADINS. 000013 Beolean 00 FA
o8 NG s Bedean (] %
£ Avnced Tags o7 wonts Bedean 0 3
) 45 Aams d vens aDng woits Bedean ] 3
& @ DataLogger @oor w0t Bedean 0 %
Bl snEse e 0002 Bedean 0 %
Q) FMBoorer 003 0003 Beolean (') 3
i ) Add Pel Group. Ano4 0004 Beolean 00 %
& [OFor Spnk anos oS Bedean 0 %
| ) Add Slurk Comnection 006 sy Bedan 0 %
o ‘”2?::‘” @07 0007 Beolezn 0 %
. ‘3%\55‘ s @o0p o008 Belan o %
i [ 0003 Shot 0 %
agg o0 Srot 0 %
e 20001 Stort 0 %
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BL1DY

Modbus TCP/IP Etferet

s
BENE
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BE- 12
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£
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i

TIGHEE
BLIOITC Sener
<IRTGBLIT0
ER

=

9

= o

39 OPC Quick Client - it *
MfEF Ecit View Tools Help
DEHniadsBEX

o] Kepware KEPServerEX VB

{8 Datalogger

8 _gstem

£ _ThingWon

{0 BLI0IOPC UA._Statsties

{8 BLI0IOPC UA._System

{2 BLIOIOPC UABLIOMLA_Syten

{2 BLIONOPC UABLIOH Agetensy

{3 BL101-TCP Server,_Communication Seriaization

1 MR Sastes

2 {ENETEL_Sysem

2 ENERHIEH

0 (BB _Sytem

|_Satitics

|_System
7611612105 _Syten
LI RRE D TR

5.2.2.3 OPC UA Configuration

@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com

QDevice Search [INew Configuration [@lrimport Configuration File HExport Configuration File iRead Data Esave D“tq Monitoring Log B_BE% @Abuut

11D [ sty [ Tmestamp | Gualy [ bk
\DBLIO"-TCP Sewver BLIOI T Shot 21 08:56:00.061 B 2
DBL10"-TCP Sever BLID1EE Shot 3 08:56:08.057 Bl 15
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IDBLIO"-TCP Sewver BLIDIDING Bodlean 1 03:5:06.061 B 1
DBLI0"-TCP Sever BL10L.DING Bodlean 1 08:85:05.061 B 1
€DBL10"-TCP Sever BLIDIDING Bodkean 1 08:55:06.061 Bl 1
IDBLIO"-TCP Sewver BLIDIDINT Bodlean 1 03:5:06.061 Bl 1
\DBLIO"-TCP Sever.BL101.DINE Bodlean 1 08:55.05.061 B 1
\@DBL10"-TCP Sever BL101.DD1 Bodean 1 (08:55:06.061 23 1
(€DBLIO"-TCP Sewver BLIDIDO2 Boclean 0 08:55:06.061 Bl 1
\@BLID -TCP ServerBL101.003 Bodlean « 08:55.06.061 Bl 1
\@DBL10"-TCP Sever BL101.DD4 Bodean 1 08:55:05.081 B 1
(EBL1O"-TCP Sewer BLI0I.DDS Boclean 1 08:55:05.061 Bl 1
IDBLIO"-TCP Sewer BLI01.DDG Bodean 0 08:55:05.061 B 1
(DBLI0"-TCP Sewer BL101.007 Bodlean 0 08:55.06.061 Bl 1
\€DBL10"-TCP Sever BLI0I.DOB Bodlean ¥ 08:55:05.061 Bl 1
- X

q
=-B3 sL101UA
:
com1
| L@ midoT (D)

L@ 5475 (ID:1)

{3 WAN

YR 46

‘ Alarms And Events

a TaskPlan
=] E DataServices
@ Transparent transmission
@ Modbus RTU = Modbus TCP
&, Modbus TCP Server

El@ Cloud

—@ MQTT Client One
-@ MQTT Client Two
-@, Ali 10T Cloud

—@, HUAWEI 10T Cloud
-@, AWS 10T Cloud

@, Kingpigeon MQTT
@ ui

Ao,

Basic Informat;

Gateway Namg
Gateway Time
Device Mode|
Versior

Signal Strengtl
4G Module Mode
IME|

Mobile operatorg

SIM ICCH

SIM Registration Statu

OPC UA

@) enable

Esents the online status, gray represents the offline status

Ethernet Port
Port (1-65535)
Anonymous @)
User [ ] (vaxsy
password [ ) (MAX50)
Security Policy
Certificate [ ][]

geon Modbus Online Status @ | Port  Device Name
. coM1 M140T
geon MQTT Online Status @ | |,y s

Bl 10T Cloud Online Status  {

[1| Client One Online Status

[T| Client Two Online Status

Cloud Online Status

OT Cloud Online Status

eieeil  J(Ping ] @
el s @
= l

Online Status
-
a

(1) Double click OPC UA to enter configuration box

(2) Click Enable to enable(green color) OPC UA. Default is disabled(gray color).
(3) Ethernet Port: Select WAN (This example is connecting router R40 through WAN)
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Click WAN to view its IP address: 192.168.1.197

(4) Port: OPC UA Port, default is 4840

(5) Anonymous: If enabled, OPC UA can be connected without ID and password

(6) User, Password: only to be set when anonymous is disabled

(7) Security Policy: Select connection encryption policy(This example is connecting
without encryption, thus select None)

(8) Certificate, PrivateKey: This example is connecting without encryption, then it's
not necessary to upload certificate and privatekey.

(9) Click OK to confirm OPC UA configuration

(10)Click Save Data. Gateway will restart automatically. Afer device restarting, OPC

UA is configured successfully.

5.2.2.4 View Data with KEPServerEX 6

BL101 provides data as OPC UA server. Use KEPServerEX 6 to view collected data
as below picture:

()
Flosmn x| B
FREEH Hhit pagtil) FHBEE ki e
‘ S AM10T_DINY =15=65536 Boolean 100 b
S BLioUA 2 M140T_DIN2 ns=1i=65537 Boolean 100 b
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' IDFfor Sphunk A M140T_DOB ns=1i=7 Boolean 100 F
Add Splunk Connection. =
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— .16 fizi& . _System €3 BL101-0PC UABL10T-UAgateway.co.. Boolean 1 08:55.06.842 BiE 1
b 2 8 16 518 B FiFE B EAUR 1 SEEHRD 499499

Page 62 of 76

King Pigeon Communication Co., Ltd.

www.iot-solution.com

V1.0



JNSDISEAN  Modbus to MQTT loT Gateway
b [E g -BL101

5.2.2.5 Alibaba Cloud Configuration

|7 46 Industrial Gateway ConfigUrationTool V1 0 www.lot-solution.com - X
QDavice Search [W§New Configuration [glfimport Configuration File u£xport Configuration File iRead Data iSave Data g Monitoring ng Eié% @Abmut

== Ali 10T Cloud
@) Enable

Variable Point Type  Port Device Variable Name

SecretKey (M) X509

ProductKey [ ]

] ed represents the online status, gray represents the offline status

Devi(eNﬁme[ BL101
Kingpigeen Modbus Online Status @ | Port D

. oM1
DeviceSecret [_ ] Kingpigeon MQTT Orline Status @ | [ oy

MQTT Client One Online Status (@)

e MQTT Client Two Online Status (@)
Root Certificate
T — J—
ClentSecretkey ] HUAWEI 10T Cloud Online Status (@)

AWS 10T Cloud Online Status (@

Automatic data uplosdeycle (10-9995)
(et (e @
(ox ) concel ) (wbsdseon |7 @

SIM Registration Status (}

=
-@ MQTT Client One
@ MQTT Client Two Refresh _]

——u; HUAWEI 10T Cloud

-@, AWS 10T Cloud
-@, Kingpigeon MQTT

@ Vinoni Madkb,

(1) Double click Ali IOT Cloud to enter configuration box

(2) Click Enable to enable(Green) Alibaba Cloud. Default is disabled (Gray )

(3) Secret Key/X.509: Click it to move the button on the right for connecting with
certificate. Default is connecting with Private Key with button on the left

4) Product Key: Input the same ProductKey as the one in Alibaba cloud

5) Device Name: Input the same device name as the one in Alibaba cloud

(

(

(6) Device Secret: Input the same device secret as the one in Alibaba cloud

(7) Region: Select Alibaba cloud region. Default is East China 2(Shanghai)

(8) Root Certificate: Upload root certificate if connecting with certificate is enabled

(9) Client Certificate: Upload client certificate if connecting with certificate is enabled

(10)Client Secret Key: Upload client secret key if connecting with certificate is
enabled

(11) Automatic Data Upload Cycle: Cycle time of data uploading, default is 30s

(12) Datapoint Uploading Selection: select the datapoints to be uploaded on the right
box. In default the box is blank with all datapoints to be uploaded.

(13) Click OK to confirm the setting

(14)Click Save Data. Gateway will restart automatically and Alibaba cloud is enabled
successfully. Open configuration software and login the device. Alibaba cloud
connection status can be viewed from basic information. If indicator button is red,
it means device is connected with Alibaba cloud. Slave device connection status

can be viewed from the right box
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5.2.2.6 View Data from Alibaba Cloud

E (=) AlibabaCloud & Workbench Searc Tickets ICP  Enterprise  Support  App A" @ e
& Publiéinstance IoT Platform / Devices / Devices / Device Deta
Devices <«
Products e
copy
Device Information  Topic List Device Shadow  Manage Files |~ Devicelog ~ Online Debug  Groups
Groups
o Events | Invoke Service
CA Certificate Q Q Real-time wm@ B ?
Rules Property Name Type Update Time e Expected Value
Default Module
Maintenance o o1 ool — m .
Resource Allocation View
o2 oI bool Jun 15,2021, 20:14:26.33 1m - vew
Link Analytics
Ding DING beol 1un 15,2021, 20:1426.337 1m E en
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DINg oiNg bool Jun 15, 2021, 20:14:26.337 T - e
Documentation and Tools
DINS DINS. bool Jun 15, 2021, 20:14:26.337 1M # —
DING DING bool Jun 15, 2021, 20:1426.337 10 - e
o ot - ssanmey || 75 - Y
. A . view
oing oing bool Jun 15,2021, 20:14:26.337 m o
D01 oot bool Jun 15,2021, 2 :S & b
E (-] AlibabaCloud & workbench China (Sha. v C h Expenses Tickets ICP  Enterpise  Support  App A w ® E
iy e ooor o - )
202130812 bate
€ Public Instance
Jun 15, 2021, " View
DINg DINg bool 1 - L
. 20:21:30812 Data
Devices
Jun 15, 2021, View
169) =
Products el (2l . 202130812 ! Data
Jun 15, 2021, View
Do2 D02 bool 1 - D.
202130812 Data
Groups
Jun 15, 2021, " jew
D03 D03 bool i 101 bl
o 202130812
Jun 15, 2021, . . View
CA Certificate DO4 DO4 bool o 10 Doy
Rules Jun 15, 2021, 5 View
DO5 D05 bool i oo - Bt
2021:30812
Maintenance
Jun 15, 2021, w
D06 D06 bool Z“U"N *D‘s‘z 00 - e
Resource Allocation s
Jun 15, 2021, i View
i ] D07 D07 bool 00
Link Analytics 202130812 ot
Link Visual Jun 15, 2021, . View
008 008 bool 00 S Data
2021:30812
Documentation and Tools . . ) T . e
umici umii in - "
" " 202130812 e
Jun 15, 2021, View
oy ey int 730 - o
£ v 202130812 Data
= GeoLocation P Toi struct = = = Yew
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@ 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-sclution.com

QDevice Search [ New Configuration [filfimport Configuration File |glExport Configuration File 4 Read Data W Save Data B Monitoring [§]Log Ei:.% @ ~bout

- X

5
=53 BLiotua

[ [Basic Information

i
B4 COM1 —
| L@ naor D) |2 HUAWEI IOT Cloud
Lo
; C Address p ; .
L@ s475 (D) ariable Point Type __Port Device Variable Name
AR Server IP/ Domain Name _ot-mates.en-norch- Varisble Point | com1 | M140T | DO1
Varisble Point | com1 | M140T | Doz
o, ServerPort [ 1223 | (1-65535)
R 4G el Varisble Point | com1 | M140T | Doz
A Alarms And Events|| Variable Point | COM1 | M140T | D04
i TaskPlan Secret key (I x:500 Varisble Point | com1]|  mi4or | Dos
b . Gl _BL101-17 Varisble Point | COM1 | M140T | DO
-2 DataServices - -
. ( ] Varisble Point | com1 | M140T | po7
@ Transparent tra Hece Sty . .
= P Varisble Point | com1 | M140T | po8
& Modbus RTU = Root Certificate [:] 5 Varisble Point | com1 | M140T | DINT
@ Modbus TP sd|  cimmecemions [ ] . | || Veebkpom Jcowr| war | ome
Varisble Point | com1 | M140T | DIN3
o Varizble Point | coM1 | M14oT | DIN4
B~ Cloud Serice D Varisble Point | com1| w40 | DINS
—@, MQTT Client O SrstE Pt cowT TATZRT t o

~@, MQTT Client T

Automatic data upload cycle (10-9995)

MQTT Data retransmission (__JI)

status

= Name  Online Status
40T -

L7s ]

@ Ali 10T Cloud

@ i

&, AWS 10T Cloud

@, Kingpigeon MQTT

RAacdb

@ 4G Industrial Gateway CenfigUrationTool V1.0 www.iot-solution.com

QDevi(e Search [ New Configuration [@import Configuration File HExport Configuration File iRead Data |* Save Data | Monitoring Log n ] @Abom

- X

T
5-B3 sLiotua

TaskPlan

=] E DataServices

® Transparent tra
® Modbus RTU =
& Modbus TCP Se
& OPC UA

B Cloud

—®& MQTT Client O

Secret Kev (I X.509

Device ID [ BL101-UH

Device Secret Key | ]

Service ID

ic data upload M140T

~@ MQTT Client T
-@ Ali 10T Cloud

5475

MQTT Data retransmissi

; Basic Infor:
S COM1 _ [
i Z5
L@ M140T (D:1y | Z2 HUAWEI 10T Cloud
EHE] LAN @) enable
) c ion Address . ; ; -
L@ 5475 (Do) ble Doint T Back. I Magiahle I -
iR Server IP/ Domain Name | ioT-moTes.cn-north- Variable Point | LAN | S475 | temp -
o Variable Point | LAN | sa7s | humidity *‘4::”" oo '“E.S“‘”S
«gn S Port B8 -
R a6 et Varisble Point | LAN | 5475 | power 175 .
‘ Alarms And Events

@ AWS 10T Cloud

~@ Kingpigeon MQTT
@ i

Badb,

(1) Double click HUAWEI IOT Cloud to enter configuration box

(2) Click Enable to enable(green) HUAWEI Cloud. Default is disabled(gray)

(3) Server IP/Domain Name: input HUAWEI Cloud connecting address(Login to
HUAWEI Cloud, enter console, click overview to get server IP address)

(4) Server Port: Default is 1883 for connecting with secrect key. If connecting with

certificate is selected, server port is 8883

(5) Secret Key/X.509: click it to move the button on the right to set connecting with
certificate. In default the button is on the left with setting of connecting with secret
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key.
6) Device ID: set the same device ID as the one in HUAWEI Cloud

7) Device Secret Key: Set the same device secret key as the one in HUAWEI Cloud

(

(

(8) Root Certificate: Upload root certificate if connecting with certificate is selected

(9) Client Certificate: Upload client certificate if connecting with certificate is selected

(10) Client Secret Key: Upload client secret key if connecting with certificate is
selected.

(11) Service ID: Input the same service ID as the one in HUAWEI Cloud. Mutiple
service IDs can be set. This example inputs M140T & S475 service Ids

(12) Automatic Data Upload Cycle: Cycle time of uploading data, default is 30s

(13)MQTT Data Retransmission: Click it to enable(green) MQTT offline data
retransmission once network resumes. Gray indicates disabled

(14) Datapoint Uploading Selection: Right click the box to select datapoints for
uploading. In default the right box is blank with all datapoints to be uploaded. For
example, select Service ID M140T datapoints to upload. Right click the box to
enter datapoint box, select M140T datapoint DO1 and hold the mouse to drag it to
uploading points. Click OK to confirm and the datapoint will appear in the box.
Select service ID S475, right click the box to enter datapoint box, select datapoint
and click OK to confirm it.Click OK to confirm HUAWEI Cloud configuration

(15)Click Save Data. Gateway will restart automatically and HUAWEI Cloud is
enabled successfully. Open gateway configuration software and login device.
HUAWEI Cloud connection status can be viewed from basic information. Red
indicates device is connected with HUAWEI Cloud. On the right side, slave device
connection status can be viewed

[F 46G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

qbé\;icé Search 8 New Configuration [Elmport Configuration File uExport Configuration File iRead Data i&we Data Monitoring Log ﬂﬂi%é% @About

(1
=3 eLio1ua !
F Basic
- COM1
|
@, M140T (ID:1)
23] LaN
|
@, $475 (ID:1)
~{&] WAN Gateway Name | (MAX15)
—R 46 Gateway Time [ 00:47:45 06/16/2021
~ M Alarms And Events Device Model [ BL1O1UA MQTT Client One Online Status @
TaskPlan . MQTT Client Two Online Status (@)
Version
8 & DataServices —
= Signal Strength [ 23 |Normal Range(14-31) | Ali IOT Cloud Online Status &
-@, Transparent transmission
@ Modbus RTU = Modbus TCP 4G Module Model [ EC20CEFILGROSAOSMIG | |HUAWE\ 10T Cloud Online Status q
& odbpus = {o} us
@ Modbus TCP Server IMEI | 861942050219741 ] AWS 10T Cloud Online Status
@ OPCUA Mobile operators | CHINA MOBILE ] 192.168.1.1 | Ping | ®
&
B Cloud SIMICCID [ 89860080191995027887 | [ wwwhaiducom |( Ping | @
o SIM Registration Status (i
& MQTT Client One
@, MQTT Client Two F et ]
@, Ali 10T Cloud
—& HUAWEI 10T Cloud
--@, AWS 10T Cloud
~-@, Kingpigeon MQTT
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= 10T Platform Hacks: 8L
(&)
Default BL101 egistered devices: 2
P me  BL101 esource Space  BLXXX
Device Type modbus Protocol mMQrT
Devices v
json eate 2021/01/22 11:12:18 GMT+08:00

L

Rules v Manufactine
8

Storage Mai “
@

O&M o v Medel Definition Online Debugging Topic Management
o Resource Spaces
@ Import from Library Import from Local Import from Excel Learn About Prod
=/ - N Service ID: service_id Modify S

API Explorer

o o v Service ID; M140T (3 Modify 5
Provisioning
v Service ID: 5475 [

= loT Platform AliDeices / Device Detalls
()] Commands Device Shadow Message Trace Child Devices Tags
2 i Default
<
o BL101 £ BL101
A
Products
- a BL10T
. ource Spa BLXXX
3) v 3
= BL101-UA (1 Authentication Type ~ Secret  Reset Secret
Groups % Jan 22, 2021 12:06:20
- Oy — Jode Type Directly connected
= Software/Firmware GMT+08:00
Upgrades )
@ Rules - Latest Data Reported alData @ | View All Properties | | G
power temp humidity DO1 DO2
oM = v 1214 2940 7260 1 1
T <5475 <5475 <5475 <M140T> <M140T>

Page 67 of 76 King Pigeon Communication Co., Ltd. V1.0
www.iot-solution.com



KING PIGEON

e = Modbus to MQTT loT Gateway
= u -BL101

" HUAWEI CLOUD

= REGO1Q Read-only.writable o
= IoT Platform
REG020 Read-only.writable 0
Default po1 Read-only.writable

po2 Read-onlywritable 1
po3 Read-only.writable
po4 Read-onlywritable
Dos Read-onlyWritable 0
DO§ Read-onlywritable 0
po7 Read-only.writable 0
pos Read-onlywritable 0
DING Read-only.writable
DINZ Read-onlywritable 1
DIN3 Read-only.writable 1
DINZ Read-onlywritable
DINS Read-onlywritable
DING, R
DINT R

ERE DINg Re:
humidity Read-only 724
P Read-only 12

5.2.2.9 AWS Configuration

Multiple topics can be published in AWS. The configuration procedure is the same as
that of configuring multiple service Ids in HUAWEI Cloud. Below example is single
topic with all datapoints to be published.

[z 46 Industrial Gateway ConfigUrationTool ¥1.0 www.ict-solution.com - X
QDEVi[E Search [P New Configuration [Jllimport Configuration File uExpon Configuration File 4 Read Data |+ Save Datal Monitoring Log Byz== @2bout
1
BI10111A [
AWS 10T Cloud
ble
Connection Address Variable Point Type  Port Device Variable Name
Server IP/ Domain Name -at3.10t.us-WesT-2.
ed represents the online status, gray represents the offline status
Server Port (1-65535) Kingpigeon Modbus Orline Status @ | Port  Device Name  Online Status
com1 Mi40T []
Kingpigeon MQTT Online Status @ | T ™
fom Name [azn:aus: 107 uo-umoeT ) MQTT Client One Online Status @
Client 1D | ] MQTT Client Tuwo Online Status (@)

Right click to perform the operation

Root Certificate 2mazonRootChl .pem [ .. | Ali 10T Cloud Online Status &
Client Cenifcate L] HUAWEI 0T Cloud Online Status. @)

Automatic data upload cycle (10-9995) [Cwwwbsiducom |(Fing ) @

@ QT CIERt TWo
@, Ali 10T Cloud
—@ HUAWEI 10T Cloud

Refresh l

@, Kingpigeon MQTT

@ Vinank Madh.

(1) Double click ASW to enter configuration box
(2) Click Enable to enable(green) ASW, default is disabled(gray)
(3) Server IP/Domain Name: Input endpoint of connecting to AWS

(Login to ASW, enter console, click Things and click Interact to view it)
(4) Server Port: 8883
(5) Item Name: Input thing ARN(Click Details of Thing to view ARN in AWS)
(6) Client ID: Input AWS Account ID (view from user information in AWS)
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7) Root Certificate: Select root certificate and upload it

8) Client Certificate: Select client certificate and upload it

9) Client Secret Key: Select client secret key and upload it.

10) Publish Topic: Input the topic of rule created in AWS. It's the topic of MQTT
message publishing. Click Add to set more publishing topics. Click Delete to

(
(
(
(

delete selected topic. For example, login to AWS, click Act and click Rules to
view the topic. It’s iot/topic, thus input iot/topic

Rule query statement

The source of thhe messages yvou vwant to process wvwith this rule.

SELECT =* FROM "ot Stopic”

(11) Automatic Data Upload Cycle: Cycle time of uploading data, default is 30s.

(12) Datapoint Uploading Selection: Select datapoint to upload in the right box.
Default is blank box with all datapoints to be uploaded

(13) Click OK to confirm AWS configuration

(14) Click Save Data. Gateway will restart and AWS is enabled successfully. Open
configuration software and login the device. AWS connection status can be
viewed from basic information. Red light indicates AWS is connected. Slave
device connection status can be viewed from the right box

5.2.2.10 View Data from AWS

Login to ASW, click Act, click Test and select subscription topic “iot/topic” to view
messages published by BL101 gateway

W5 Senvies v

ge
B FlstHub Subscriptions iot/topic Pause Clear ‘ Export Edit |

June 16,2021, 10:25:11 {UTC:0000)

12 96/16/2071 UTC 6.6.8",
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5.2.2.11 King Pigeon Cloud via Modbus Configuration

|7 4G Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevkce search [New Configuration [gllimport Configuration File uExport Configuration File iRead Data |+ Save Datq Monitoring [ Log B.Eié% @About

'EFE DLTUTUA
I%p- com1 Basic Inf
L L@ Mot o I I _
g} LAN [z | Kingpigeon Modbus
L.@ $475 (ID:1)

& WAN i et ies ed represents the anline status, gray represents the offline status

) 46 S e B ot Vs Kingpigeon McdbuanlmeStatusq ;orr‘t1 DEV;LT‘::Tame Oane.Status
~f Alarms And Events ServerPort [_ees | (1-65535) Kingpigeon MQTT Online Status @ Lan sars 5
i TaskPlan (You can change the server address to log in to ather cloud platforms) | | MQTT Client One Online status @

MQTT Client Two Online Status (@)

[—PE DataServices

@, Transparent transmissio Modbus Station 1 (1,2471 Ali [OT Cloud Online Status &

&, Modbus RTU = Modbu: Login Message L J (MAX100) HUAWEI 0T Cloud Online Status @
& Modbus TCP Server Login ACK Message [ (MAX100) AWS 10T Cloud Online Status
@ OPC UA HeartbeatMessage [ 2 | uaxion) [1eete811 |(Ping ) @

B¢ Cloud Heartbeat ACK Message (MAX100) [ wwow.baidu.com ][ Ping | o
@ MQTT Client One Heartbeat Interval (1-9995)

& MQTT Client Two
@, Ali 10T Cloud
~@, HUAWEI 10T Cloud
@ AWS 0T Cloud |
—@ Kingpigeon MQTT

Refresh l

oK Cancel

(1) Double click KingPigeon Modbus to enter configuration window

(2) Click Enable to enable(green) King Pigeon cloud via Modbus. Default is disabled
(Gray)

3) Server IP/Domain Name: modbus.dtuip.com. (Automatic filling in default)

4) Server Port: 6651 (Automatic filling in default)

5) Modbus Station: Set BL101 gateway Modbus communication address

6) Login Message: Input device serial number issued by King Pigeon.

7) Login ACK Message: Not necessary for King Pigeon cloud connection

8) Heatbeat Message: Q (Automatic filling in default)

9) Heatbeat ACK Message: A(Automatic filling in default)

10) Heatbeat Interval: Set cycle time of sending heatbeat message. Default is 60s

11)Click OK to confirm the configuration.

12

o~ o~ o~ o~ o~ o~ o~ o~ o~ o~

)Click Save Data. Gateway will restart and King Pigeon Cloud via Modbus is
enabled successfully. Open configuration software and login device. King Pigeon
cloud via Modbus connection status can be viewed from basic information. Red
indicates device is connected King Pigeon cloud via Modbus. Slave devices
connection status can be viewed from the right box.
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5.2.2.12 View Data from King Pigeon Cloud via

Modbus

3 °
_ g @
& i = o @)
. § = @
V_ i llll nos H
: I & -
5 iz D
: i = e

BL{Modbus RTU)  Serial Number

g ™
B = 2900 -« «
i 5 FEBE i 7180 r
- = Cotected 1217y «
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5.2.2.13 King Pigeon Cloud via MQTT Configuration

[ 46 Industrial Gateway CenfigUrationTool V1.0 www.iot-solution.com - - - X
QDEVEE? Search [ New Configuration [filfimport Configuration File uExpDrt Configuration File iRead Data ESaue Datalg Monitoring Log nﬁicé @About

g TroTo L ——
G- COM1 (Basic Inf
Kingpigeon MQTT

@

Connection Address

Variable Point Type  Port  Device Variable Point Nam

Server IP/ Domain Name

S ek (1-65535)

il [— ﬁ MQTT Client One Online Status (@
MQTT Client Two Online Status ()

User Nam. [ MOTT ]
Al 10T Cloud Online Status ]

Password d ]
HUAWEI 10T Cloud Online Status @)
Subscribe Tapic + AWS 0T Cloud Online Status (@)
Publish Topic [ ] 19216811 J(Ping | @
Automatic data upload cycle ) [ wwwbaiducom |(Ping ) @

30 | (10-999s)
MQTT Data retransmission @)

Refresh

& ATTOT Croud
&, HUAWEI IOT Cloud
-@ AWS IOT Cloud

—& Kingpigeon Modbus

(1) Double click King Pigeon MQTT to enter configuration box

(2) Click Enable to enable(green) King Pigeon cloud connection via MQTT. Default is
disabled(gray)

(3) Server IP/Domain Name: mqtt.dtuip.com(Automatic filling in default)

(4) Server Port: 1883 (Automatic filling in default)

(5) Client ID: Input device serial number issued by King Pigeon

(6) User Name: MQTT (Automatic filling in default)

(7) Password: MQTTPW/(Automatic filling in default)

(8) Subscribe Topic: Input device serial number/+ issued by King Pigeon

(9) Publish Topic: Input device serial number issued by King Pigeon.

(10) Automatic Data Upload Cycle: Cycle time of uploading data. In default it's 30s

(11)MQTT Data Retransmission: Click it to enable(green) offline data retransmission
once network resumes.

(12) Datapoint Uploading Selection: Select the datapoint to upload in the right box. In
default it's blank with all datapoints to be uploaded

(13) Click OK to confirm King Pigeon Cloud via MQTT configuration

(14)Click Save Data. Gateway will restart and King Pigeon Cloud via MQTT is
configured successfully. Open configuration software and login the device. King
Pigeon Cloud connection status via MQTT can be viewed from basic information.
Red indicates King Pigeon cloud via MQTT is connected. Slave device connection
status can be viewed from the right box.
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»
3
El
B
i
B
H
B
(2]
o

Bl (Modbus RTU)

3 BLMQTT

[==)

"2" Monitoring Center " @ Engish «i#/'

BeH

Device name /ID Q BLMQTT  Serial Number:

AlmQ  RTCurve Hist Query

All Equipment ~ Alarm u Unhne 8 DIN3

AImQ  RTCurve& Hist Query
DINS -
b AlmLQ RT Curvet~  Hist Query
DING i
B Alma RT Curvet  Hist Query
DINT :
L AmQ RT Curvef  Hist Query

AlmQ RT Curvet  Hist Query

-
,mg 2900« « AmQ  RTCurve Hist Query
BE
H ¢ AlmQ) T Curve’  Hist Query
525 BL{Modbus RTU) D:147 70 w1 AmQ T Curve  Hist Quer
af
! 1217y « AmQ RTCurvel  Hist Query

j=}

5.2.2.15 King Pigeon Cloud MQTT Message Format

MQTT Client One , MQTT Client Two and King Pigeon Cloud MQTT data formats are
the same. See below:
(1) Valid Load Data Format in device Publishing messages

Publish Topic: Serial Number (Configured publish topic)

{
"sensorDatas": [
{
//Boolean value
"flag": "REG001", //Read-write identification mark
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"switcher": 0 //Data Type and Value

//Numeric Type
"flag": "REG005", //Read-Write identification mark
"value": 3 //Data Type and Value

1,

"state":"alarm", //Alarm mark(Set Alarm Event in configuration software. Once
alarm is trigger, this mark will appear. It's not included in scheduled automatically
uploaded data)

"state":"recovery", //Alarm recovery mark (Only appear when there’s alarm
recovery. It's not included in scheduled automatically uploaded data)

"time": "1622700769", //Time mark, it's time stamp of data uploading

"addTime": "2021-06-03 06:12:49" //Time mark, it's time of device data uploading

"retransmit":"enable" //Retransmission mark, MQTT historical data (Only appear
when there’s historical data retransmission. It’s not included in scheduled
automatically uploaded data)

}

Note:
/[Read-Wrie Mark: character is "flag", followed by " Datapoint MQTT flag", it's the
MQTT mark set in configuration software when adding datapoint.

|73 46 Industrial Gateway ConfigUrationTool V1.0 www.iot-solution.com - X

QDevice Search ENew Configuration Impor‘t Configuration File uF_xport Configuration File iRead Data iseve Data Monitoiing Log ﬂ = @Abou(
Eg BLIUTUR

é“- comi Name Value Unit Type Address Datatype Modbus Maps Addres: Modbus PLC Address [MQTT Flag| Enable  Ratio
DO1 01 Read Coils 0 bool 0 000001 Dol ble And W  none

i b D02 01 Read Coils 1 bool 1 000002 D02 |ble AndW  none
|_i:}. DO3 01 Read Coils 2 bool 2 000003 Do3 ble And W none
LAN DO4 01 Read Coils 3 bool 3 000004 DO4  |ble AndW  none

i DO5 = - N D05 |ble AndW  none
—@ 5475 (ID:1) 005 2z Variable Attributes D06 |ble AndW none
, WAN Do7 Doy ble AndW  none

fitet : ; . D08 |[ble AndW  none
Varisble Name [ DO1 Varisble Unit
L0 4G DINT DINT  |Read-Only none

DIN2 il i DIN2 Read-Onl none
Address T 01 Read Coils ~| Starting Address 0 Iy
‘ Alarms And Events DIN ress Type DIN3  |Read-Only

none

a TaskPlan DINA Data type In DB | Address Offset In DB DIN4  |Read-Only none
DIN3 DINS Read-Only  none
B8 DataServices DING Dt type DING  |Read-Only none

DIN7 DINT Read-Only  none

-@ Transparent transmission S
o P DINS Read-Write Type [Readable And Writak + DINg  |Read-Only nane

@ Modbus RTU = Modbus TCP
)
Medbus Maps Add 0 (0-2000} MQTT Flag Do1
@ Modbus TCP Server e i agedcmses: _ [
(Customizable)

Lane
-@ MQTT Client One
-@ MQTT Client Two
@ Ali 10T Cloud

~-@ HUAWEI 10T Cloud
~-@ AWS 10T Cloud
—@ Kingpigeon MQTT

—®& Kingpigeon Modbus

//[Data Type and Value:
1) Boolean data: character is "switcher", followed by "0" or "1"(0 represents

open, 1 represents close)
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Numeric Data: character is "value", followed by actual value

_"'”G["'GEC’” Modbus to MQTT loT Gateway
2)

/[Alarm, Recover mark, character is "state", followed by "alarm" or
"recovery"(alarm represents alarm data, recovery represents alarm recovery data)

/[Time mark: character is "time", followed by actually data uploading timestamp

/[Time mark, character is "addtime", followed by "gateway time"

/[Retransmission mark: character is "retransmit", followed by "enable"

Offline collected data will be temporarily saved in gateway device. Once network
resmues, the data will be retransmitted. Use “retransmit” mark for historical data
(MQTT Data Retransmission must be enabled in configuration software)

(2) Valid Load Data Format in device Subscribing messages

Subscribe Topic: Serial Number/+ (Subscribe topic set in configuration software)
(King Pigeon cloud message publishing topic is “serial number/sensor ID”, thus
wildcard “/+” must be added for device Subscribing Topic so that cloud can publishing

data for controlling)

{
"sensorDatas":
[
{
"sensorsld": 211267, // cloud sensor ID
"switcher":1, //Data Type and Value
"flag":"REG001" //Read-Write Mark
}
1,
"down":"down" //Cloud downlink message mark
}

Note:

/lcloud sensor ID: character is "sensorsID", followed by ID (automatically
generated by cloud. Not necessary if it's self-built cloud)

//[Data Type and Value:

1) Boolean Data: character is "switcher", followed by "0" or "1"

(O represents open, 1 represents close)

2) Numeric Data: character is "value", followed by "actual value"

/[Read-Write Mark: character is "flag", followed by "datapoint MQTT flag"

/[Cloud Downlink Message Mark: character is "down", followed by "down",

representing cloud downlink data.
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6 Firmware Upgrading

Please contact King Pigeon if it's necessary to upgrade firmware for any new

requirements

7 Warranty Term

1) Warranty period is 1 year from the date of purchase. If any quality issues within
warranty period, it will be repaired for free.
2) Device fault caused by wrong operation is beyond warranty.

8 Technical Support

King Pigeon Communication Co., Ltd.
Telephone: 0086-755-29451836
Website: www.iot-solution.com
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